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Abstract 
 

 
The purpose of this Deliverable is to describe and provide, in detail, the development phases followed in 
order to deliver the Edge DC and 5G centralized Software-Defined Radio Access Network (cSD-RAN) 
controller frameworks and their incorporation into the 5G ESSENCE platform. In particular, the deliverable 
is focused on the description of the different realizations of the cSD-RAN controller, the RAN Slicing 
mechanisms and their functionalities. Finally, for each separate mechanism, performance validation 
experiments are presented to show the benefits of the proposed solutions.  
 

 
 

5G-PPP Disclaimer:  
This Deliverable has been prepared by the 5G Initiative, via an inter 5G-PPP project collaboration. As such, the 
contents represent the consensus achieved between the contributors to the report and do not claim to be the 
opinion of any specific participant organisation in the 5G-PPP initiative or any individual member organisation. 
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Executive Summary 

This document will provide, in detail, the description and the development phases followed, in order to deliver 
the Edge DC and the main architecture of the cSD-RAN Controller and their incorporation into the 5G ESSENCE 
platform.  
 
First, the comprehensive detail of the cSD-RAN Controller -as well as its potential realizations or components- is 
described with the intention of providing a comprehensive analysis of its architecture, its performance, its 
constitutive software components and interfaces, together with the basic technologies that enable the cSD-
RAN Controller as the “cornerstone” of the 5G ESSENCE Network Architecture. 
 
Secondly, according to the Radio Access Technologies (RATs) which are considered for the main architecture of  
the cSD-RAN Controller, the current Deliverable D3.2 also proposes and evaluates a framework for optimizing 
the Radio Admission Control (RAC) decision making and the policy for admitting users in a multi-tenant and 
multi-service 5G scenario in which every tenant is provided with a network slice.  
Later, 5G-EmPOWER has been presented as a software-defined networking platform for RAN slicing. The 5G-
EmPOWER is an open-source SDN platform for heterogeneous RANs consisting of: a radio access agnostic 
Application Programming Interface (API) that separates control plane from user plane; a software agent able to 
operate with several radio access nodes (Wi-Fi and LTE), and; a proof-of-concept Software-Defined RAN (SD-
RAN) Controller implementation.  
 
Moreover, the evaluation and experiment results of RAN Slicing on 5G-EmPOWER and also the FALCON 
algorithm for video streaming services highlighted separately the interest of employing such open-source SDN 
platform into the 5G ESSENCE architecture and with the aim of having a first analysis of its impact on a network 
performance.  
The impact of the c-SD RAN controller on the small cells performance has been separately analysed. On the 
other hand, the 5G ESSENCE framework with its innovative architecture that is focused on Software Defined 
Networks (SDN), resource virtualisation and processing on the edge, is facing a number of novel threats in 
addition to traditional threats found in previous incarnations of mobile telecommunication systems. In this 
scope, we have made a relevant investigation and assessment. 
 
Finally, this document proposes a comprehensive security analysis in which different kinds of threats to the 5G 
ESSENCE context as well as instructions to prevent them have been specified.   
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1 Introduction 

1.1 Motivation 
 
The 5G Infrastructure - Public Private Partnership (5G-PPP) is a joint initiative between the European 
Commission (EC) and European ICT industry (i.e., including representatives from ICT manufacturers, 
telecommunications operators, service providers, SMEs and Research Institutions). The 5G-PPP is already 
running towards finalization its second phase where 21 new projects were launched in Brussels, in June 2017

1
. 

Within this scope, the 5G ESSENCE project (under GA No.761592) aims to play a central role in the 5G-PPP 
program, via the definition of an efficient solution for leveraging the existing infrastructure into the new 5G 
architecture implementations of network operators, by means of seamlessly managing multiple radio access 
technologies into a single virtualized edge infrastructure with the ability to support multi-tenancy and apply the 
network slicing technology that allows service segmentation.  
 
This concept plays a “key” role in lowering the entry barriers for network operators in terms of investment by 
means of re-using the existing deployed equipment. This will allow them to phase the deployment of new 
equipment until the cost reaches the right efficiency, as the execution of 5G NR will require new FPGAs Field 
Programmable Gate Arrays) and chips that can perform the required number of complex operations per second 
with an adequate power consumption and size.  
 
Since the 7nm lithography technology

2
 in the silicon industry is expected to be commercially available in 2020, 

it is reasonable to expect that this will raise the cost efficiency of previous silicon generations in one or two 
years.  
Therefore, it can lead to delay until 2021 -or until the beginning of 2022- the availability of low-power 
consumption 5G NR enabled small cells (SCs), as the first silicon products using 7nm technologies are targeting 
towards implementing User Equipment (UE) baseband processors or high-end products like new generation 
FPGAs. 
 
The 5G ESSENCE project targets providing a concrete solution for crucial business use cases, as well as about 
introducing innovation in the fields of network softwarisation, virtualisation and cognitive network 
management, in order to jointly operate different radio nodes and radio access technologies, abstracting the 
available radio resources in an edge datacenter (DC).  
Within this Edge Cloud or Edge Datacenter concept, the Centralized Software-Defined Radio Access Network 
Controller (cSD-RAN Controller) is in charge of managing the RAN infrastructure, the required resource 
abstraction framework and the virtualisation capabilities for introducing network slicing into existing legacy 
RAN deployments. This turns into providing a multi-connectivity framework to the end-user, seamlessly using 
the optimal RAT combination for fulfilling the QoS requirements of the service, operator or terminal type. 
 
Moreover, this entity also enables the support of Control Plane and User Plane Separation in legacy networks, 
by means of defining a centralized Radio Resource Management (RRM) that unifies the Control Plane functions 
for different RATs.  
The cSD-RAN Controller implements a critical concept of the 5G ESSENCE solution architecture, laying the 
foundation of a cost-efficient and easy to deploy 5G system architecture, being as well completely aligned with 
the ongoing standardization work developed in 3GPP, in ITU-R and in other standards bodies. 
 
 

                                                           
1
  More information about the 5G-PPP projects of phase 2 can be found at: https://5g-ppp.eu/5g-ppp-phase-2-projects/  

Actually, a third phase of the related framework has been started since July 2018 (being in parallel with phase 2) and it is 
on progress. More information about the projects of phase 3 van be found at: https://5g-ppp.eu/5g-ppp-phase-3-
projects/ 

2
  For more informative details also see, inter-alia: https://en.wikipedia.org/wiki/7_nanometer 

https://5g-ppp.eu/5g-ppp-phase-2-projects/
https://5g-ppp.eu/5g-ppp-phase-3-projects/
https://5g-ppp.eu/5g-ppp-phase-3-projects/
https://en.wikipedia.org/wiki/7_nanometer
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1.2 Objectives 
 
The main objectives of the present Deliverable D3.2 is to provide in detail, the description and the development 
phases followed in order to deliver the Edge DC and 5G cSD-RAN controller frameworks and their incorporation 
into 5G ESSENCE platform.  
The deliverable is based on the description and the overall design of the cSD-RAN proposed in D3.1

3
. 

 

1.3 Structure of the document 
 
The present document is structured as follows: 
 
 In Section 2, the main 5G ESSENCE architecture and the important elements for use cases and for the 

scope of WP3 are described.  
 

 In Section 3, the 5G cSD-RAN Controller Framework and its Integration into the 5G ESSENCE platform is 
specified in details, by focusing upon the different realisations considered within the project; also, RRM 
and scheduling mechanisms are introduced. 
 

 Section 4 presents the Slicing concept for the 5G ESSENCE architecture, including the definition of the 
needed modules and models for managing End-to-End Slices. The optimization of radio admission control 
for RAN slicing, and a software-defined networking platform for RAN slicing are also described. 
 

 Section 5 shows the experimental evaluation of the three cSD-RAN Controller realizations introduced in 
Section 3, by focusing on RAN slicing, cRRM and small cells performance. 
 

 In Section 6, Security analysis shows the potential threats and the proposed solutions for the 5G ESSENCE.  
 

 Finally, Section 7 presents the main conclusions and remarks of the deliverable. 
 
 

  

                                                           
3
  5G ESSENCE Deliverable D3.1: “Techniques for advanced radio resource centralised management and 5G network 

coordination”. Available at: http://www.5g-essence-h2020.eu/Deliverables.aspx   

http://www.5g-essence-h2020.eu/Deliverables.aspx
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2 5G ESSENCE Use Cases and Proposed Architecture 
 
The 5G ESSENCE architecture allows multiple network operators (tenants) to provide services to their users 
through a set of Cloud-Enabled Small Cells (CESCs) deployed, owned and managed by a third party (i.e., the 
CESC provider). In this way, operators can extend the capacity of their own 5G RAN in areas where the 
deployment of their own infrastructure could be expensive and/or inefficient, as it would be the case of, for 
example, highly dense areas where massive numbers of Small Cells would be needed to provide the expected 
services.  
 
The 5G ESSENCE platform is equipped with a two-tier virtualised execution environment, materialised in the 
form of the Edge DC that allows also the provision of MEC capabilities to the mobile operators for enhancing 
the user experience and the agility in the service delivery

4
.  

 
Figure 1, below, illustrates the main 5G ESSENCE architecture highlighting some important elements for WP3.  
 

 

Figure 1: 5G ESSENCE Architecture, focusing on WP3 functionalities and dependencies. 

  

                                                           
4
  For more details, also see the 5G ESSENCE Deliverable D2.2: “Overall System Architecture and Specifications”. Available 

at: http://www.5g-essence-h2020.eu/Deliverables.aspx 

http://www.5g-essence-h2020.eu/Deliverables.aspx
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2.1 CESC/Light DC 
 
The first tier (i.e., the Light DC hosted inside the CESCs), is used to support the execution of VNFs for carrying 
out the virtualisation of the Small Cell access. Furthermore, backhaul and fronthaul transmission resources are 
part of the CESC, thus allowing for the required connectivity.  
 
The CESC consists of a Multi-RAT 5G small cell with its standard backhaul interface, standard management 
connection (e.g. TR-069

5
 interface for remote management) and with necessary modifications to the data 

model (e.g. TR-196
6
 data model) to allow Multi-Operator Core Network (MOCN) radio resource sharing. The 

CESC will be composed by a physical small cell unit attached to an execution platform. Edge cloud computing 
and networking are realised through the sharing of computation, storage and network resources of those micro 
servers present in each CESC and so these “form” the Light DC for implementing different features/capabilities 
of the Small Cells. Therefore, the CESCs become a neutral host for network operators (NOs) or virtual network 
operators (VNOs) that want to share IT and network resources at the edge of the mobile network.  
 
The CESC is meant to accommodate multiple operators (tenants) by design, offering Platform as-a-Service 
(PaaS), capable of providing the deployed physical infrastructure among multiple network operators. Different 
Virtual Network Functions (VNFs) can be hosted in the CESC environment for different tenants. This also 
provides the support for mobile edge computing applications deployed for each tenant that, operating very 
near to the end-users, may significantly reduce the service delivery time and deliver composite services in an 
automated manner. Moreover, the CESC is the termination point of the GTP-User Plane (GTP-U) tunnelling 
which encapsulates user IP packets from the core network entities (e.g., the Evolved Packet Core (EPC) Serving 
Gateway (SGW) in LTE) destined to the User Equipment (UE) and vice versa.  
 
The CESC exposes different views of the network resources, that is: per-tenant small cell view, and physical 
small cell substrate, which is managed by the network operator, decoupling the management of the virtual 
small cells from the platform itself. In the CESC, rather than providing multiple S1 (or Iu-h interface) 
connections from the physical small cell to different operators’ EPC network elements such as Mobility 
Management Entity (MME) and SGW, such fan-out is done at the Light DC. The CESC is further the termination 
of multiple S1 interfaces connecting the CESC to multiple MME/SGW entities as in S1-Flex. The interconnection 
of many CESCs forms a “cluster”, which can facilitate access to a broader geographical area with one or more 
operators (even virtual ones), thus extending the range of their provided services, while maintaining the 
required agility to be able to provide these extensions on demand. 

 

2.2 Main DC 
 
The main DC encompasses the cSD-RAN controller, which will be delivered as a VNF and makes control plane 
decisions for all the radio elements in the geographical area of the CESC cluster, including the centralised Radio 
Resource Management (cRRM) over the entire CESC cluster. Other potential VNFs that could be hosted by the 
Main DC include security applications, traffic engineering, mobility management and, in general, any additional 
network E2E services that can be deployed and managed on the 5G ESSENCE virtual networks, effectively and 
on demand. 
The 5G ESSENCE framework envisages combining the MEC and NFV concepts with Small Cell virtualisation in 5G 
networks and enhancing them for supporting multi-tenancy. The purpose of the Edge DC will be to provide 

                                                           
5
  The Technical Report 069 (TR-069) is a technical specification of the Broadband Forum that defines an application 

layer protocol for remote management of customer-premises equipment (CPE) connected to an Internet Protocol (IP) 
network. The CPE WAN Management Protocol (CWMP) defines support functions for auto-configuration, software or 
firmware image management, software module management, status and performance managements, and diagnostics. 

6
  The Technical Report 196 (TR-196) is a Broadband Forum technical specification. Its official title is “Femto Access Point 

Service Data Model”. The purpose of this TR is to specify the Data Model for the Femto Access Point (FAP) for remote 
management purposes using the TR-069 CWMP. FAP is a generic terminology that implies any Radio Access Technology 
(RAT). 
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Cloud services within the network infrastructure, and to facilitate them by promoting and assisting the 
exploitation of network resource information. To this end, all the normally hardware located modules of the 
Light DC and the Main DC will be delivered as resources using novel virtualisation techniques. Both networking 
and computing virtualisation extensions will be developed by using open frameworks such as the OPNFV

7
. The 

combination of the proposed Edge DC architecture with the concepts of NFV and SDN will facilitate achieving 
higher levels of flexibility and scalability. 
  
The Main DC will be able to execute different Small Cell and Service VNFs under the control of the CESCM. In 
particular, the Main DC hosts the cSD-RAN controller, which performs cRRM decisions for handling efficiently 
the heterogeneous access network environment composed of different access technologies such as 5G NR, LTE, 
and Wi-Fi.  
These radio access networks can be programmable and under the supervision of the centralised controller. The 
cSD-RAN controller updates and maintains the global network state in the form of a database called as the 
“RAN Information” which includes, among other elements, an abstraction of the available radio resources in the 
CESC cluster. This abstraction takes the form of a “3D Resource Grid” that characterises the resources in the 
domains of time/space/frequency. The RAN Information will be used by the cRRM to perform the resource 
allocation decisions (e.g., scheduling). 

 

2.3 The CESC Manager & Multi-Node VIM 
 
Although not the focus on WP3, it is worth noting that the CESCM provides management and orchestration of 
the proposed uniform virtualised environment, able to support both radio connectivity and edge services. The 
management of diverse lightweight virtual resources is of primary importance, enabling a converged cloud-
radio environment and efficient placement of services. For that purpose, the CESCM is the central service 
management and orchestration component in the architecture. It integrates all the traditional network 
management elements and the novel recommended functional blocks to realise NFV operations. A single 
instance of CESCM is able to operate over several CESC clusters at different Points-of-Presence (PoPs), each one 
constituting an Edge DC through the use of a dedicated VIM per cluster. 
 
An essential component at the heart of CESCM is the Network Functions Virtualisation Orchestrator (NFVO). It 
will be in charge of realising network services on the virtualised infrastructure and will include interfaces to 
interact with the CESC provider for high level service management (e.g., exchange of network service 
descriptors and SLAs for each tenant). In order to provide service function chaining and mobility, the NFVO 
must be integrated with the Main DC (especially the cSD-RAN controller and the SDN controller). 
 
The CESCM hosts also the Element Management System (EMS), which provides a package of end-user functions 
for the management of both the PNFs and VNFs at the CESCs. In particular, the EMS carries out “key” 
management functionalities such as Fault, Configuration, Accounting, Performance, Security (FCAPS

8
) 

operations. The CESCM also encompasses a telemetry and analytics module that captures and analyses relevant 
indicators of the network operation

9
. This provides the CESCM with accurate knowledge models that 

characterise the behaviour of the network and its users in relation to the utilisation of both cloud and radio 
resources.  

                                                           
7
  Open Platform for NFV (OPNFV) is a project and community that facilitates a common NFVI, continuous integration (CI) 

with upstream projects, stand-alone testing toolsets, and a compliance and verification program for industry-wide 
testing and integration to accelerate the transformation of enterprise and service provider networks. Participation is 
open to anyone, whether you are an employee of a member company or just passionate about network transformation. 
For further details also see: https://www.opnfv.org/ 

8
  FCAPS is a network management framework created by the International Organization for Standardization (ISO). FCAPS 

categorizes the working objectives of network management into five levels. These five levels are:  fault-management (F), 
the configuration level (C), the accounting level (A), the performance level (P) and the security level (S). 

9
  Also see the context that has been proposed in the related 5G ESSENCE Deliverable D2.3: “Alignment with 5G-PPP Phase 

1 technologies and final architecture”. 

https://www.opnfv.org/
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The CESCM functions will be built upon the services provided by the VIM for appropriately managing, 
monitoring and optimising the overall operation of the NFVI resources (i.e.: computing, storage and network 
resources) at the Edge DC. The role of VIM is essential for the deployment of NFV services and for forming and 
providing a layer of NFV resources to be made available to the CESCM functions. The VIM relies upon an SDN 
controller for interconnecting the VNFs and for offering Service Function Chaining (SFC) on the data plane by 
establishing the path for the physical connections. 
 

2.4 Use Case Analysis 
 
Apart from the scope covered by the dedicated WP3, the 5G ESSENCE project demonstrates RAN/Edge DC 
features in three distinct Use Cases (UCs): 
 
 UC1 - 5G Edge Network Acceleration for a stadium: This scenario provides the logic for distributing the 

live video feeds received from the local production room to local spectators in a highly efficient manner. 
The municipal football stadium “Stavros Mavrothalasitis” (in the Municipality of Egaleo-MoE) will be 
covered with a cluster of multitenant eMBMS enabled CESCs and, together with the CESCM and the Main 
DC, they can be connected to the core networks of several telecom operators. The video content from 
cameras will be sent for processing locally, at the Edge DC. Then, the video streams will be broadcasted 
locally by using the CESCs and the spectators will be able to dynamically select between different offered 
streams. The data traffic will not impact the backhaul connection since it will be produced, processed and 
consumed locally

10
. 

 
 UC2 - Mission-critical (MC) Communications for public safety: The final demo will involve one or more 

Public Safety (PS) communications providers that will use the resources offered by a deployed 5G ESSENCE 
platform for the delivery of communication services to PS organisations in a country/region. The 5G 
ESSENCE platform can be owned by a mobile (potentially virtual) network operator, or even by a venue 
owner, such as in Use Case 1. In the MC use case, the infrastructure owner will exploit the 5G ESSENCE 
system capabilities to provide the required network/cloud slicing capabilities with dedicated SLAs to 
different types of tenants, by prioritising the PS communications providers

11
. 

 
 UC3 - Next Generation integrated in-flight entertainment and connectivity (IFEC): The 5G ESSENCE IFEC 

demo will test and validate the multi-tenancy enabled network solution for passenger connectivity and 
wireless broadband experience. The multi-RAT CESCs will be implemented as a set of integrated small cells 
and Wi-Fi access points to be deployed on-board. Afterwards, since IFE has to consider the explosive 
growth of multi-screen content consumption, the 5G ESSENCE CESCs will stream on demand multi-screen 
video content from on-board 5G Edge DC servers to the wireless devices, demonstrating multi-cast, 
transcoding and caching solutions, among others

12
.  

 
These use cases heavily rely upon WP3 components, such as the cSD-RAN controller and the CESC, so that to 
implement key features such as multitenancy, slicing and radio resource management. Key differences exist 
within their implementation, based on their individual requirements.  

                                                           
10

  For more details also see the scope discussed in the 5G ESSENCE Deliverable D5.1: “Planning of demonstration and 
network services for Use Case 1”. Available at: http://www.5g-essence-h2020.eu/Deliverables.aspx. 

 Further details are also given in the related 5G ESSENCE Deliverable D5.2: “Prototypes of network services and 
integration planning for Use Case 1”. 

11
 For more details also see the scope discussed in the 5G ESSENCE Deliverable D6.1: “Planning of demonstration and 

network services for Use Case 2”. Available at: http://www.5g-essence-h2020.eu/Deliverables.aspx. 
 Further details are also given in the related 5G ESSENCE Deliverable D6.2: “Prototypes of network services and 

integration planning for Use Case 2”. 
12

  For more details also see the scope discussed in the 5G ESSENCE Deliverable D7.1: “Planning of demonstration and 
network services for Use Case 3”. Available at: http://www.5g-essence-h2020.eu/Deliverables.aspx. 

 Further details are also given in the related 5G ESSENCE Deliverable D7.2: “Prototypes of network services and 
integration planning for Use Case 3”. 

http://www.5g-essence-h2020.eu/Deliverables.aspx
http://www.5g-essence-h2020.eu/Deliverables.aspx
http://www.5g-essence-h2020.eu/Deliverables.aspx
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For example, UC1 and UC3 focus on improving multimedia experiences, while UC2 requires slices with ultra-low 
latency and high reliability. The individual Deliverables D5.2/D6.2/D7.2 provide specific information about the 
use and configuration of WP3 related mechanisms. 

 

2.5 Network Embedded Cloud 
 
One important factor of edge deployments is the adaptation to constrained resources compared to datacentre 
deployments. While a typical server can have a dozen -or more- CPU cores and more than 100 GB of RAM, an 
edge might have only 2 cores and 1-2 GB of RAM at best, or sometimes less. This requires careful consideration 
of the software running on the edge cloud. 
 
This becomes even more challenging in a cloud environment. The two-tier cloud, as envisaged by 5G ESSENCE 
context, comprises not only powerful servers in the Main DC but also resource-constrained devices in the Edge 
DCs and expects those to run workloads by stakeholders in a multi-tenant fashion. To reach a satisfying level of 
isolation between tenants, so as not to leak information between them, and to prevent denial-of-service (DoS) 
attacks from one onto the other, virtualisation or containerisation technologies

13
 are the tool of choice.  

However, those isolation techniques typically introduce a significant additional resource overhead, both 
regarding computation and I/O (because those need to go through virtualisation and/or namespacing layers 
that slow down execution) and regarding usage of storage space and RAM, both because each tenant brings 
their own self-contained environment and because this allows the tenant to not rely on software provided by 
the edge cloud provider, which might be incompatible. For edge deployments, it is therefore imperative to 
provide isolation at low resource overhead. 
 
Within the 5G ESSENCE project, several approaches into advanced virtualisation have been considered and 
investigated. Those are described in more detail in the corresponding Deliverable 4.2

14
. However, within the 

scope of the present deliverable, we want to point out the fundamental focus of the unikraft solution
15

 on 
minimization, which “fits well” with tackling the challenges outlined above. To address those challenges, 
unikraft has put a strong focus on running on resource-constrained devices. While this can mean the occasional 
x86

16
 machine, the largest player in the field of low-power general-purpose machines is currently ARM

17
. 

Accordingly, one large work item of the unikraft design and development was ARM support. 
 
Within the last year, the unikraft project has thus systematically improved ARM support to provide the creation 
of unikernels that can run on ARM machines. Of special advantage was the fact that unikraft is maintained as an 
open-source project. This helped attract developers from ARM itself to contribute code to unikraft, chiefly in 
the area of ARM support. Actually, unikraft can create unikernels for Xen and KVM for both x86 and ARM 
machines.  
Support for containers on both architectures is currently under development, with early internal prototypes 
being currently tested. This not only allows a rich support of unikraft-created unikernels at the network 
embedded edge, but it also provides more flexibility for the two-tier architecture laid out by the 5G ESSENCE 
framework. Unikraft

18
 can, without additional manual work, create unikernels for both architectures, allowing 

additional flexibility and whether to deploy them at the Main DC or the Edge DC, even if their CPU architecture 
differs (which is not unlikely, given the large market share held by x86 for larger servers and ARM for resource-
constrained machines, respectively). 
 

                                                           
13

  For informative purposes and about the distinction between virtualisation and containerization see, for example; 
https://jaxenter.com/containerization-vs-virtualization-docker-introduction-120562.html  

14
  5G ESSENCE Deliverable D4.2: “Final report on advanced virtualisation, dynamic telemetry and service orchestration”. 

15
  See: https://xenproject.org/developers/teams/unikraft/    

16
  The x86 is a family of backward compatible instruction set architectures based on the Intel 8086 CPU and its Intel 8088 

variant. More related information can be found, for example, at: https://en.wikipedia.org/wiki/X86. 
17

  For more details see: https://www.arm.com/ 
18

  For more details also see: https://www.xenproject.org/developers/teams/unikraft.html  

https://jaxenter.com/containerization-vs-virtualization-docker-introduction-120562.html
https://xenproject.org/developers/teams/unikraft/
https://en.wikipedia.org/wiki/X86
https://www.arm.com/
https://www.xenproject.org/developers/teams/unikraft.html
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2.6 Final Architecture of the Edge DC 
 
The final architecture of the Edge DC adopts the Control and User Plane Separation (CUPS) functional 
architecture (as conceptually depicted in Figure 2), allowing for different functions to be deployed in the Main 
DC or in the Light DC

19
.  

In particular, the Main DC comprehends the CU and the Light DC or CESC the RU, while DU-related functions 
can be placed in both DCs conforming the Edge DC. 
 

  
 

Figure 2: CUPS architecture. 
 
Hence, in order to provide control plane and user plane separation, we have defined a system architecture that 
abstracts the two-tier data center and the Small Cell PNFs into a single SDN system architected through CUPS, 
as depicted in Figure 3.  
 

 
 

Figure 3: 5G ESSENCE Edge DC system architecture. 
 
Regarding the control plane, the cSD-RAN Controller is the entity which implements the protocol stack VNFs, 
the cRRM and the Multi-Access Resource Abstraction functions of a particular network slice or RAN 
implementation. As it will be introduced in the following sections, throughout the 5G ESSENCE project we have 

                                                           
19

  See the related 5G ESSENCE Deliverable D2.3: “Alignment with 5G-PPP Phase 1 technologies and final architecture”. 
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considered different cSD-RAN realisations that have they own particularities, according to the controlled RAN 
technology, but which follow the common CUPS architecture defined in 5G ESSENCE.  
These different realisations also impact the functionalities and architecture of the user plane.  
 
On the other hand, the common services function provides an interface to external services like EMS and 
orchestration, which can be located at the Main DC or at the CESCM. This way, common management functions 
can be applied to different and multiple RAN realizations. This is also facilitated by the utilization of a common 
telemetry framework, Prometheus. 
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3 5G cSD-RAN Controller Framework and its Integration into the 
5G ESSENCE Platform 

 
In the respective Deliverable D3.1 we have presented the high-level design requirements of cSD-RAN Controller 
and its initial specifications that “drive” the realisations envisioned in the different system demonstrators.  
The cSD-RAN design and its detailed architecture was defined in order to provide a clear understanding of 
network function, describing the interfaces for multi-connectivity and advanced analytics support. In addition, it 
has been defined the Network Slicing concept applied in the cSD-RAN Controller for implementing the novel 5G 
Radio Resource Management framework, providing a detailed analysis of the state-of-the-art of virtualisation 
solutions to select the most suitable one for the cSD-RAN Controller implementation. Also, we discussed 
techniques and features for advanced Radio Resource Management, network coordination of multi-RAT dense 
HetNets, as well as call flows that enable this management framework. 
 
In the next sections, we will focus upon the main architecture of the cSD-RAN Controller. Moreover, we will 
present the different implementations of this controller, inside 5G ESSENCE architecture. 
 

3.1 Architecture 
 
The main results of D3.1 are the initial specifications of the cSD-RAN including virtualisation features and 
networking features and a detailed architecture of the cSD-RAN controller.  
Moreover, the different protocol stack split options of the same cSD-RAN controller have been considered, 
especially option 1 (as illustrated in Figure 4) and option 2 (as illustrated in Figure 5). 
 

 
 

  Figure 4: Network Functions of the 5G Protocol Stack VNF in 5G ESSENCE cSD-RAN Controller                   
deploying a 5G small cell RAN using a protocol stack split Option 1. 
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Figure 5: Network Functions of the 5G Protocol Stack VNF in 5G ESSENCE cSD-RAN Controller                   
deploying a 5G small cell RAN using a protocol stack split Option 6. 

 

3.1.1 Axyom edgeRAN Controller 
 
The evolution of the standalone network equipment and, especially of low-power radio nodes like the indoor 
small cells towards a virtualized network where the Control Plane and User Plane Separation can be seamlessly 
achieved without investing in a complete HW refarming, is highly relevant for many operators that have heavily 
invested in legacy Radio Access Network solutions. 
 
The Axyom edgeRAN Controller has implemented a Kubernetes

20 
based solution in order to be able to use a 

light orchestration system together with Containers. The driver of the Axyom cSD-RAN controller is having a 
control plane implemented using OpenSource virtualization and SDN technologies and a zero-buffer-copy data 
plane to boost real-time, packet-processing efficiencies, especially in those functions that need HW acceleration 
for efficiently execute encryption and compression.  
This architectural solution, by following the principles of the 5G ESSENCE framework, aims to consolidate the 
discrete architectures for each major workload -such as signal processing, network control, packet processing 
and application delivery- into just one architecture, thus helping to simplify both application development and 
system management while significantly improving the scalability of the system. 
In this demonstrator, the solution implements the Protocol Stack Split Option 1

21
 in order to be able to use 

existing low-cost embedded HW equipment, thus minimizing the processing requirements in terms of hardware 
acceleration on the network edge, which leads to lower operational costs and a simplified network 
management strategy. 
 
The above-mentioned SW component placement can be made by taking into consideration the real time 
requirements of the network, being able to define Non-Real Time RAN network functions and RAN Real-Time 

                                                           
20

  Kubernetes is an open-source system for automating deployment, scaling, and management of containerized 
applications. Also see: https://kubernetes.io/  

21
  For informative purposes also see, for example: http://www.techplayon.com/5g-nr-gnb-logical-architecture-functional-

split-options/ 
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network functions, as was defined in the deliverable D3.1 [7], and the cost of the HW that implements the 
solution. The architecture is described in Figure 6, where the main interfaces and components are also shown.  
 

 
 

Figure 6: Casa Systems’ Apex5G edgeRAN Controller: Modules and interfaces. 
 
Within this functional architecture, there is a big degree of freedom for placing VNFs in the different network 
elements. However, given the specific characteristics of 5G ESSENCE UCs, the DU and RU functions are 
deployed in a low-cost embedded hardware running the lower and more stringent layers of the protocol stack, 
while the CU is placed in the 5G ESSENCE Edge Cloud. Thus, executing Non-RT functions in the CU, being the 
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combined DU/RU the most paradigmatic example of RT RAN element, mainly where the components are 
mainly running over the bare-metal

22
.  

 
This architecture follows the key principles of the 3GPP TS 23.501 0 separating the User Plane functions from 
the Control Plane functions for elasticity purposes, thus enabling independent scalability, software component 
evolution and a flexible deployment using several RAN nodes that implement a private enterprise edge cloud 
RAN infrastructure. 
Besides the pure RAN protocol stack, is it possible to identify fundamental components for the 5G ESSENCE 
project, including a Monitoring and Analytics system that follows the design proposed in the Deliverable D4.1 0. 
First, it includes Performance Management (PM) and Fault Management (FM) Exporters together with a REST 
interface for network management, using Prometheus

23
 for event management and Performance 

Management. Then, InfluxDB
24

 is used for Real-Time monitoring based in time series providing a multi-
dimensional data model, operational simplicity and scalable data collection. Finally, Grafana

25
 is used for GUI 

representation. 
 
In this practical realization of the actual 5G RAN architecture, the virtualised network functions are deployed in 
the 5G ESSENCE Edge Cloud, by applying Kubernetes clusters

26
 with several namespaces, using each one a set of 

Pods. The Kubernetes nodes are deployed in VMs managed by OpenStack, but in the case of the RAN nodes are 
implemented with System-On-Chips

27
 that integrate low-cost embedded processors and DSPs into low-power 

consumption devices; the SW execution can benefit from the native bare metal performance to achieve a 
better processing capacity utilization and processing latency reduction. In addition, the radio hardware is 
connected with the bare metal RAN node in the edge cloud to act as the transmitting element, providing the 
radio interface for implementing the RF interface.  
 

3.1.2 i2CAT Wi-Fi cSD-RAN Controller 

3.1.2.1 Architecture 

The Wi-Fi cSD-RAN Controller developed by i2CAT centralises control plane operations related with slice and 
infrastructure management at the Main DC, allowing the infrastructure provider and the tenant or slice owners 
to control remotely the physical and virtual infrastructure through the CESCM.  
In addition, it centralises RAN telemetry from the CESCs, which is fed to the cRRM module in order to apply 
RRM strategies. In this section follows a brief description of the different modules of the architecture, which is 
depicted in Figure 7. 
 

                                                           
22

  A “bare-metal server” is a computer server that is a “single-tenant physical server”. The term is used nowadays to 
distinguish it from modern forms of virtualization and cloud-hosting. Bare-metal servers have a single “tenant”. They are 
not shared between customers. Each server may run any amount of work for the customer, or may have multiple 
simultaneous users, but they are dedicated entirely to the customer who is renting them. Unlike many servers in a data 
centre, they are not being shared between multiple customers. Bare-metal servers are “physical” servers. Each logical 
server offered for rental is a distinct physical piece of hardware that is a functional server on its own. They are not 
virtual servers running in multiple on shared hardware. Also see the discussion proposed in: https://loige.co/from-bare-
metal-to-serverless/  

23
  Also see: https://prometheus.io/ 

24
  InfluxDB is an open-source time series database (TSDB) developed by InfluxData. It is written in Go and optimized for 

fast, high-availability storage and retrieval of time series data in fields such as operations monitoring, application 
metrics, Internet of Things sensor data, and real-time analytics. It also has support for processing data from Graphite. 
Also see; https://www.influxdata.com/products/influxdb-overview/  

25
  See: https://grafana.com/ 

26
  For informative purposes also see, among others: https://kubernetes.io/docs/tasks/administer-cluster/cluster-

management/ 
27  A system on a chip or system on chip (SoC) is an integrated circuit (also known as a "chip") that integrates all 

components of a computer or other electronic system. These components typically (but not always) include a central 
processing unit (CPU), memory, input/output ports and secondary storage – all on a single substrate or microchip, the 
size of a coin. 

https://loige.co/from-bare-metal-to-serverless/
https://loige.co/from-bare-metal-to-serverless/
https://prometheus.io/
https://en.wikipedia.org/wiki/Open-source_software
https://www.influxdata.com/products/influxdb-overview/
https://grafana.com/
https://kubernetes.io/docs/tasks/administer-cluster/cluster-management/
https://kubernetes.io/docs/tasks/administer-cluster/cluster-management/
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Figure 7: i2CAT Wi-Fi cSD-RAN Controller: Components and interfaces. 

 

A. Light DC: 
 

 Wi-Fi CESCs: The Wi-Fi connectivity is based on the open source mac80211 framework
28

, 
which allows to control and modify common functionalities of the wireless network (via 
mac80211 or cfg80211) or of the specific wireless SoftMAC drivers (e.g.: atheros

29
). Also, it 

permits the instantiation of multiple Virtual Access Points (VAPs) over one single physical NIC 
[7]. The VAPs are created by using Hostapd

30
, a software access point implementation which 

is able to manage the configuration of the wireless drivers, the Media Access Control (MAC) 
sublayer Management Entity (MLME) and the different procedures related to user 
association. In addition, it implements a user level interface, Hostapd_cli, which can be used 
in order to control functionalities and modify parameters of the instantiated VAPs.  
 

 Netconf server: The Network Configuration Protocol (NETCONF) ([7], [7]) is used in order to 
deploy and manage the configurations of the CESC in a centralized way. Each CESC runs a 
Netconf Server, which is implemented using Netopper

31
 and expects the reception of YANG

32
 

configurations and Remote Procedure Calls (RPCs) [5] from the Netconf manager 
implemented at the Main DC. Then, it uses Hostapd and Hostapd_cli software to apply the 

                                                           
28

  See: https://wireless.wiki.kernel.org/en/developers/documentation/mac80211  
29

  See: https://wireless.wiki.kernel.org/en/users/drivers/atheros    
30

  See: https://w1.fi/hostapd/   
31

  See: https://github.com/CESNET/netopeer  
32

  YANG (Yet Another Next Generation) is a data modeling language for the definition of data sent over network 
management protocols such as the NETCONF and RESTCONF. The YANG data modeling language is maintained by the 
NETMO working group in the Internet Engineering Task Force (IETF) and was published as RFC 6020. 
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required actions. More details about the RAN management model using Netconf can be found 
in Section 3.1.2.2.  
 

 Open vSwitch: The data plane is controlled by Open vSwitch (OVS)
33

 which manages the VLAN 
bridges and rules in the CESCs. In particular, each new deployed slice is associated to a new 
VLAN tag and Layer 2 bridging is implemented to properly forward the traffic of each tenant 
and slice.   
 

 Prometheus Exporter: Each CESC runs a Prometheus Exporter
34

 which obtains statistics from 
each deployed VAP. More details about the particular implementation of the exporter are 
presented in Section 3.1.2.4.  
 
 

B. Main DC: 
 

 Netconf manager: At the Main DC, the Netconf manager is in charge of sending the 
configurations and RPCs to the different CESCs. It implements a Netconf Client in form of a 
REST API as the interface to expose Netconf procedure to the management modules of the 
RAN controller.   
 

 OpenDayLight: OpenDayLight
35

 (ODL) is in charge of the data paths created at the CESCs. In 
particular, it uses OvSDB [6] and Openflow

 36
 to control the OvS instances at the CESC. Both 

tools are exposed to the management modules of the RAN controller by means of specific 
clients in form of REST APIs.  
 

 Infrastructure/Slice Management: These modules control the creation, modification and 
deletion of infrastructure configurations and slices. The RAN management model is specified 
in Section 3.1.2.2.  
 

 cRRM: This module interacts with the infrastructure and the slices according to the telemetry 
received from Prometheus. By using the RPCs exposed by Netconf it is able, for instance, to 
apply dynamic centralised association control strategies or to modify the resources assigned 
to each slice. More details about this module can be found in Sections 0 and 3.2.2.  
 

 Prometheus Server: A Prometheus Server is deployed in the cSD-RAN Controller in order to 
gather the metrics from all the CESCs linked to it. As aforementioned, this server will be 
queried by the cRRM module, but it can be also be queried by other services at the Main DC 
or the CESCM or expose the metrics to other Prometheus servers by using federation

37
. 

 

3.1.2.2 RAN Management Model 

The RAN management model is based on the definition of a YANG model which describes the Wi-Fi CESCs and 
their associated NETCONF-based operations (e.g. configurations and RPCs). The model is depicted in Figure 10. 

                                                           
33

  See: https://docs.openvswitch.org  
34

  For more details also see: https://prometheus.io/docs/instrumenting/exporters/  
35

  OpenDaylight (ODL) is a modular open platform for customizing and automating networks of any size and scale. The 
OpenDaylight Project arose out of the SDN movement, with a clear focus on network programmability. It was designed 
from the outset as a foundation for commercial solutions that address a variety of use cases in existing network 
environments. For more details see: https://www.opendaylight.org/  

36
   See: https://www.opennetworking.org/technical-communities/areas/specification/open-datapath/ 

37
  See: https://prometheus.io/docs/prometheus/latest/federation/  

https://docs.openvswitch.org/
https://prometheus.io/docs/instrumenting/exporters/
https://www.opendaylight.org/
https://www.opennetworking.org/technical-communities/areas/specification/open-datapath/
https://prometheus.io/docs/prometheus/latest/federation/
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Figure 8: YANG model of the Wi-Fi CESCs. 

 
First, regarding CESC definition and configuration, the model exposes attributes like the location of the nodes or 
the list of physical wireless interfaces allowing, for instance, to remotely configure radio parameters like the 
channel, the bandwidth or the transmission power.  
In addition, it evidences the multitenancy capabilities of the RAN, where each single physical interface can have 
several virtual interfaces (VIFs) owned by different tenants. Each of the deployed VIFs or VAPs can also be 
configured remotely thus specifying, for instance, the IP configuration, the SSID, the security or the scheduler 
configuration, what enables dynamic Wi-Fi RAN slicing [3].  
 
On the other hand, Figure 9 shows the definition of some of the available RPCs, which are used in order to 
“interact” with the active VAPs in the different CESCs. For instance, in the case of the RPCs shown in Figure 9, 
the CESC will send to the Netconf Manager at the Main DC the status of the required VAP and the list of MACs 
of the associated stations.  
 
In Section 0 additional RPCs related to association control and mobility management will be detailed.  
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Figure 9: Example of RPCs of the Wi-Fi CESC YANG model. 
 
In order to deploy slices, two additional logical models have been defined: the topology or infrastructure 
available and the slice, which are shown in Figure 10 and Figure 11, respectively.  
The topology or infrastructure is basically a list of CESCs, where each of them have a location information, a list 
of physical interfaces and a list of the deployed slices in this CESC, which are linked with a specific VIF or VAP.  
 

 
 

Figure 10: Wi-Fi RAN management: Topology model. 
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In case of the slice model, this consists of a list of selected physical interfaces where this slice should be 
deployed by creating a new VAP, the type of the slice (e.g. Wireless AP in order to provide Wi-Fi connectivity), 
the configuration of all the VAPs related to this slice and the SLA definition which will be used, for instance, to 
appropriately configure the scheduler. 
 

 
 

Figure 11: Wi-Fi RAN management: Slice model. 
 
 

3.1.2.3 Centralized association control and mobility management 

 
As it was described in D3.1 [7], the Wi-Fi cSD-RAN Controller is able to control the association and the mobility 
of the users among the AP by exploiting the Dynamic Frequency Selection

38
 (DFS) functionality of IEEE 802.11 

devices. This network model, which was introduced in [8], is based on the usage of the same BSSID and SSID in 
all the VAPs of a particular tenant or service, which should be also configured in different radio channels. 
According to the associations or handovers decided by the RAN Controller, the actual AP sends a unicast beacon 
to the target client containing a Channel Switch Announcement (CSA) element

39
, which announces the channel 

of the target AP. Once receiving this message, the client realises the channel switch, leading to a transparent 
and seamless handover to the new AP. Additional details and results regarding the channel switch procedure, 
which has been implemented by modifying of Hostapd and Hostapd_cli, can be found in D3.1 [7]. 
 
In order to perform the centralized association control and mobility management at the Main DC, we have 
developed a new module in the cRRM module of the cSD-RAN Controller. This module, denoted as Handover 
Controller, uses Netconf RPCs in order to manage the mobility of the users, which are defined as depicted in 
Figure 12.  
 
The “get-client-details” RPC is used in order to obtain the parameters needed by Hostapd and MAC80211, in 
order to associate and authenticate a new client without needing to exchange IEEE 802.11 management 
frames. These parameters (e.g., flags, supported bitrates, ht/vht capabilities…) can be obtained from the old AP 
using our modified versions of Hostapd and Hostapd_cli, and are used in order to populate the list of 
handovers. Then, using the “client-administration” RPC and the operation “create”, these parameters are sent 
to the new AP. The operation “move” triggers the CSA operation at the old AP, thus needing the channel 
configuration of the new one (i.e. primary channel, bandwidth, secondary channel). Finally, the controller 
checks the connectivity of the user to the new AP (“ping” operation) and deletes the user from the old one 
(“delete” operation).   
 

                                                           
38

  In many countries, regulatory requirements may limit the number of 5 GHz channels available or place additional 
restrictions on their use because the spectrum is shared with other technologies and services. For instance, in the US 
and other countries, some of the Unlicensed National Information Infrastructure (U-NII) bands are used by radar 
systems. Wi-Fi networks operating in those bands are required to employ a radar detection and avoidance capability. 
The IEEE 802.11h standard addresses this requirement by adding support for DFS and transmit power control (TPC) on 
every DFS channel. 

39
  For further details also see, for example: https://mrncciew.com/2014/10/29/cwap-channel-switch-announcement/  

https://mrncciew.com/2014/10/29/cwap-channel-switch-announcement/
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Figure 12: Wi-Fi Handover Controller: Netconf RPCs. 

  

3.1.2.4 Telemetry 

 
As aforementioned, the cSD-RAN Controller uses the Prometheus framework in order to obtain the telemetry 
from the CESCs. We have implemented a specific Prometheus exporter for the Wi-Fi CESC, called as the 
Hostapd Exporter

40
, which is available in the public list of exporters and integrations of Prometheus

41
 (Apache-2 

license). The exporter, written in Python
42

, gets the wireless metrics using Hostapd_cli, converts them to 
Prometheus gauges or counters and exposes them in an HTTP endpoint.  
Figure 13 shows an example of the metrics exposed by a CESC, where the metrics marked in red are relative to 
the VAP (i.e.: number of users, channel and frequency, transmission power…), while the metrics marked in blue 
are related to the associated users (i.e.: bit rates, number of tx/rx bytes, received RSSI, …).  
 
The “id” label is used to identify the slice owning the VAP, while the “mac_sta” label identifies the metrics of 
each of the clients connected to the VAP. This way, the cSD-RAN Controller can query the Prometheus server in 
order to obtain the aggregate metrics of a deployed slice (e.g., the aggregate load of a slice considering all its 
VAPs deployed in different CESCs), but also collect the specific telemetry of a client.  
Although Prometheus does not recommend the usage of labels with high cardinality (i.e. many different label 
values) as is the case of the clients MACs, time series deletion strategies could be implemented to avoid storing 
a huge amount of data; for instance, deleting the data of a specific client after it becomes disconnected. Also, in 
the case of using federation, other servers may only scrape some specific metrics or create new time series 
using built-in aggregation operators (e.g. in order to monitor SLA agreements of a particular tenant). 
 

                                                           
40

  See: https://stash.i2cat.net/users/miguel_catalan/repos/hostapd_prometheus_exporter/ 
41

  See: https://prometheus.io/docs/instrumenting/exporters/ 
42

  For more details about Python see: https://www.python.org/  

https://stash.i2cat.net/users/miguel_catalan/repos/hostapd_prometheus_exporter/
https://prometheus.io/docs/instrumenting/exporters/
https://www.python.org/
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Figure 13: Hostapd Prometheus Exporter: Wi-Fi CESC metrics.  

 

3.1.3 s5G-EmPOWER  

 
5G-EmPOWER

43
 0 is an open-source SDN platform for heterogeneous RANs consisting of: (i) a radio access 

agnostic Application Programming Interface (API) that separates control plane from user plane; (ii) a software 
agent able to operate with several radio access nodes (Wi-Fi and LTE), and; (iii) a proof-of-concept (PoC) 
Software-Defined RAN (SD-RAN) Controller implementation. The proposed platform also supports multi-
tenancy and active RAN slicing.  
 
The system architecture of 5G-EmPOWER is composed of three layers, that is: user plane, control plane and 
management plane, as shown in Figure 14. The user plane encompasses the network elements in the RAN, 

                                                           
43

  For more details about 5G-EmPOWER see: https://5g-empower.io/  

https://5g-empower.io/
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including LTE eNBs
44

, Wi-Fi Access Points (APs) and possibly 5G gNodeBs (gNBs
45

). The control plane consists of 
the 5G-EmPOWER Operating System (OS), which is connected to the 5G-EmPOWER Agents, one for each 
network element in the RAN (the reason for using the term operating system will be clarified in the next 
paragraph). The 5G-EmPOWER Agents receive the commands and configuration instructions issued by the 
operating system using the OpenEmpower Protocol

46
, that will be introduced later, which acts as southbound 

API, and provides it with statistics and events from the network elements. Operation, administration and 
management applications reside at the management plane, which communicates with the control plane 
through the northbound interface.  
 
The northbound interface

47
 provides useful abstractions for RAN management applications allowing them to 

access and manipulate the state of the network without dealing with the complexity of the underlying radio 
technology, thus enabling a vertical management design. In addition, it isolates and protects users and 
applications from each other, offering them a secure and dedicated view of the network.  
The applications supported by 5G-EmPOWER range from basic monitoring applications that simply gather 
statistics from the network elements and report them to other applications (e.g., monitoring applications like 
Prometheus), to full-fledged radio resource management applications implementing complex Self-Organizing 
Network (SON) features. 

 
Figure 14: 5G-EmPOWER high-level Architecture. 

 

                                                           
44

  E-UTRAN Node B, also known as Evolved Node B (abbreviated as eNodeB or eNB), is the element in E-UTRA of LTE that is 
the evolution of the element Node B in UTRA of UMTS. It is the hardware that is connected to the mobile phone 
network that communicates directly wirelessly with mobile handsets (UEs), like a Base Transceiver Station (BTS) in GSM 
networks. Traditionally, a Node B has minimum functionality, and is controlled by a Radio Network Controller (RNC). 
However, with an eNB, there is no separate controller element. This simplifies the architecture and allows lower 
response times. 

45
  After the Base Transceiver Station (BTS) in 2G, the NodeB in 3G, the eNB in 4G, the term “gNB” is introduced in the 

context of 5G-related actions 
46

  See "EmPOWER Protocol": https://github.com/5g-empower/5g-empower.github.io/wiki/EmPOWER-Protocol.  
47

  In computer networking and computer architecture, a northbound interface (NBi) of a component is an interface that 
conceptualizes the lower level details (e.g., data or functions) used by, or in, the component. A northbound interface is 
used to interface with higher level layers using the southbound interface (SBi) of the higher level component(s). In 
architectural overviews, the northbound interface is normally drawn at the top of the component it is defined in, hence 
the name northbound interface. A southbound interface decomposes concepts in the technical details, mostly specific 
to a single component of the architecture. Southbound interfaces are drawn at the bottom of an architectural overview.  
Northbound interfaces normally talk to southbound interfaces of higher level components and vice versa. 

https://github.com/5g-empower/5g-empower.github.io/wiki/EmPOWER-Protocol
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5G-EmPOWER Operating System - We establish control as the set of real-time operations that are executed at 
all layers of the LTE stack. Conversely, we use the term management for monitoring operations (i.e., checking if 
the operating conditions of a certain policy are still “met”) and repairing operations (i.e., reconfiguring or 
swapping the policy when its operating conditions are not satisfied). For instance, a certain scheduling 
algorithm could be optimized for a uniform distribution of clients across the sectors of a mobile cell. However, if 
the client distribution is not uniform, a different policy could be required. As a result, in our architecture we 
leave control functionalities close to the air interface, while we disaggregate the management functionalities 
from the eNB and move them to the management plane running on top of the 5G-EmPOWER Operating 
System. We use the term operating system instead of SDN controller precisely to “highlight” this difference 
between control and management operations and to avoid the confusion of terming controller an element that 
is not actually implementing network control (in the mobile networking sense of the term), but is rather 
enabling management operations.  
5G-EmPOWER is in charge of tasks that naturally belong to an operating system, namely: (i) allocating resources 
on the data plane on behalf of the users, which are generically referred to as anything sitting above 5G-
EmPOWER and consuming its northbound interface; (ii) providing isolation between users and their 
applications; (iii) multiplexing different users; (iv) abstracting network resources so that users do not have to 
handle RAT-specific details; (v) providing common services to the various applications and users and; (vi) 
providing the mechanisms whereby new types of devices can be added to the platform (i.e., like a device 
driver). 
  
OpenEmpower protocol - The communication between the agent and the operating system is performed 
through the OpenEmpower protocol. The 5G-EmPOWER Operating System provides a reference 
implementation of the OpenEmpower protocol. However, implementations for other SDN solutions are 
possible (e.g., ONOS

48
 or OpenDayLight). Even though OpenFlow

49
 is one of the most popular options adopted 

for implementing the so-called southbound interface, its features are mostly targeted at wired networks and 
are poorly suited for controlling heterogeneous radio access networks. In this context, the OpenEmpower 
protocol allows remote management of RAN elements without making assumptions about any particular type; 
i.e., it can be used on Wi-Fi APs, LTE eNBs or 5G gNBs. Currently, we have a reference implementation of the 
protocol for OpenWRT

50
-based Wi-Fi APs and for LTE small cells based on the srsLTE stack

51
. The OpenEmpower 

protocol is layered on top of the Transmission Control Protocol (TCP) and can use the Transport Layer Security 
(TLS) protocol. The protocol is built around 3 major events or message types: 
 
 Single Events. These are simple standalone events requested by the operating system plane and notified 

back immediately by the agent. No additional logic is bound to this message, and the operating system 
decides when it is the time to issue the next event. Examples include RAN element capabilities requests 
and handover requests.  
 

                                                           
48

  The ONOS (Open Network Operating System) project is an open source community hosted by The Linux Foundation. The 
goal of the project is to create a software-defined networking (SDN) operating system for communications service 
providers that is designed for scalability, high performance and high availability. For more details also see: 
https://onosproject.org/  

49
  OpenFlow enables network controllers to determine the path of network packets across a network of switches. The 

controllers are distinct from the switches. This separation of the control from the forwarding allows for more 
sophisticated traffic management than is feasible using access control lists (ACLs) and routing protocols. Also, OpenFlow 
allows switches from different vendors — often each with their own proprietary interfaces and scripting languages - to 
be managed remotely using a single, open protocol. The protocol's inventors consider OpenFlow an enabler of SDN. 

50
  The OpenWrt Project is a Linux operating system targeting embedded devices. Instead of trying to create a single, static 

firmware, OpenWrt provides a fully writable filesystem with package management. This frees you from the application 
selection and configuration provided by the vendor and allows you to customize the device through the use of packages 
to suit any application. For developers, OpenWrt is the framework to build an application without having to build a 
complete firmware around it; for users this means the ability for full customization, to use the device in ways never 
envisioned. For more details see: https://openwrt.org/  

51
  GitHub - srsLTE/srsLTE: Open source SDR LTE. For more details see: https://github.com/srsLTE/srsLTE. 

https://onosproject.org/
https://openwrt.org/
https://github.com/srsLTE/srsLTE
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 Scheduled Events. These are events initiated by the operating system plane, and then executed 
periodically by the agent. Examples include the PRB (Physical resource Block) utilization requests, which 
require the agent to periodically send a PRB utilization report to the operating system plane.  
 

 Triggered Events. These events enable/disable certain functionality at the agent. They specify a condition 
that, when verified, triggers a message from the agent to the OS. Examples include the RRC measurements 
requests. 

 
5G-EmPOWER Agent - It is in charge of managing the LTE user plane. An eNB integrating the 5G-EmPOWER 
Agent gains the ability to interact with the 5G-EmPOWER Operating System. The architecture of the 5G-
EmPOWER Agent is composed of two parts, the platform-independent 5G-EmPOWER Agent itself and the 
platform dependent Wrapper. The Agent consists of: (i) a protocol parser responsible for serializing and de-
serializing the OpenEmpower messages, and; (ii) two managers (one for single/scheduled events and one for 
triggered events). The Wrapper is responsible for translating OpenEmpower messages into commands for the 
LTE stack. The Wrapper defines a set of operations that an eNB must support to be part of a 5G-EmPOWER-
managed network, including, for example, getting/setting certain parameters from the LTE stack, triggering UE 
measurements reports, accounting for UE attach/detach events, issuing commands (e.g., perform a handover), 
and reconfiguring particular access stratum policies. These operations are invoked by the 5G-EmPOWER 
Operating System through the OpenEmpower Protocol. The implementation of these wrappers is the 
responsibility of the eNB vendor and is platform-dependent. 
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3.2 Radio Resource Management 

3.2.1 Management of Radio Resources in 5G NR 
 
In June 2018, the Third Generation Partnership Project (3GPP) approved the first release of the Fifth Generation 
(5G) New Radio (NR) specifications. Besides the adoption and consolidation of many of the foundational 
technologies already exploited in the Long Term Evolution (LTE) standard, the new 5G NR access comes with 
multiple improvements as well as a wide range of new features (0, 0, 0).  
 
From a functional architecture perspective, the network function within the new Next Generation-Radio Access 
Network (NG-RAN) that delivers the full 5G NR interface capabilities for the interaction with the User 
Equipment (UE) is the gNB. Unlike the equivalent eNB network function in LTE, a gNB can be functionally 
decomposed into a gNB Central Unit (gNB-CU), in charge of the higher layers of the radio protocol stack and a 
gNB Distributed Unit (gNB-DU), hosting the lower layers.  
This decomposition “adds” more deployment flexibility (e.g. gNB-CU and gNB-DUs can be placed at different 
locations) and facilitates implementing part of the gNB functionality (e.g. the gNB-CU) using Network Function 
Virtualization (NFV) technology. As to the connectivity model adopted for the gNB, Data Radio Bearer (DRB) 
constructs are used to organize the transmissions between a gNB and a UE but, in contrast to LTE, data transfer 
services are exposed to the 5GC as radio-agnostic Quality of Service (QoS) Flows. This allows completely hiding 
the management of DRBs to the 5GC and paves the way for the anticipated fixed-mobile convergence (FMC) 
with fixed access networks also leveraging the newly defined 5GC. Internally within the NG-RAN, the mapping 
between QoS flows and DRBs is realized through the new Service Data Adaptation Protocol (SDAP) layer 
included in the 5G NR protocol stack. Finally, yet importantly, the NG-RAN also comes with support for network 
slicing, which intends to facilitate the adoption of 5G in diverse vertical market segments (e.g. automotive, e-
health, utilities and entertainment). Through network slicing, different logical networks (i.e., slices) can be 
configured on top of the same 5G network to provide multiple and concurrent differentiated network behaviors 
to different groups of UEs.  
 
From the Radio Access Technology (RAT) perspective, 5G NR expands the operational frequency ranges (FR) of 
LTE to include millimeter wave (mmW) frequencies in the range 24.25-52.6 GHz and provides increased channel 
bandwidths up to 400 MHz, with the possibility to configure individual UEs to operate only in a portion of the 
channel, denoted as BandWidth Part (BWP).  
For radio transmission, 5G NR is based on Orthogonal Frequency Division Multiple Access (OFDMA) with flexible 
numerology (i.e. configurable subcarrier spacing and symbol duration) that can be selected to “best match” the 
diverse channel characteristics and the diverse service performance requirements (e.g. latency targets). In the 
time domain, transmissions are organized in a flexible structure composed of time slots of 14 OFDMA symbols 
whose duration depends on the numerology and with the option of transmitting only in a subset of OFDMA 
symbols within a time slot, denoted as mini-slot, which allows reducing one-way latencies below the time slot 
duration. Time slots can be dynamically assigned to either UpLink (UL) or DownLink (DL) through the support of 
dynamic Time Division Duplex (TDD).  
Furthermore, 5G NR supports massive Multiple Input Multiple Output (MIMO) techniques with a large number 
(in the order of hundreds) of antenna elements at the gNB for both transmission and reception. This is 
particularly useful for applying beamforming to compensate the higher propagation losses at mmW. 
 
The capabilities of the 5G NR interface offer unprecedented potential to achieve an efficient exploitation of the 
radio resources in a NG-RAN. In this regard, Figure 15 shows the different constructs used to organize and 
manage the radio resources in 5G NR through the frequency, time and space dimensions.  
 
In the frequency dimension, radio resources are organized in channels. Each channel is operated as a single cell 
and identified as such by UEs. The channel/cell bandwidth can be further split confining some UEs within 
specific BWPs, thus preventing those UEs from decoding the full cell bandwidth. At the finest level of 
granularity, resources are organized in Physical Resource Blocks (PRBs), which constitute the minimum resource 
units that can be assigned to the UEs for data transmission.  
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In the time dimension, the finest granularity for the resource assignment is the mini-slot. Slots, together with 
frames, are used for configuring the periodical patterns established for the transmission of some control signals 
(e.g., repetition patterns of Synchronization Signal Blocks) or other purposes (e.g., blank frames for interference 
mitigation). The time domain also encompasses higher time scales for other management actions (e.g., 
activation/deactivation of DRBs, radio network planning).  
 
In the space dimension, the coarsest level of granularity is the network, formed by multiple cells with different 
sizes spanning a given service area. Within a cell, transmission/reception can be carried out through one or 
multiple spatially distributed Transmit Reception Points (TRPs) as well as exploiting multiple antenna beams for 
spatial multiplexing. 
 
 
In general, the management of radio resources in the NG-RAN is addressed by distinguishing two types of 
functions, each covering a different level of granularity in time/frequency/space dimensions: 
 
 Radio network management functions, dealing with the coarsest granularity to support the network 

planning, deployment and operation (configuration, optimization and fault management). In the space 
dimension, they involve modifications at the network level or reconfiguration actions at cell/TRP level. In 
the frequency dimension, modifications are related with the FR, frequency band and channels assigned to 
each cell. Finally, in the time dimension, radio network management actions involve relatively long-term 
time scales (e.g., re-configurations of cell parameters at a timescale of minutes/hours, addition of new 
nodes at days/months timescales). From an implementation perspective, most of these functions belong 
to the Network Management System (NMS) and Element Management System (EMS) of the NG-RAN 
infrastructure. Therefore, in the context of the 5G ESSENCE architecture, they are associated to the 
CESCM, although a number of functions could also be integrated within the NG-RAN nodes (e.g., self-
optimization at the cSD-RAN controller or at the CESC). 

 
 Radio Resource Management (RRM) functions, in charge of dynamically managing the actual radio 

resources provisioned in the network. RRM operation involves a finer granularity compared to the 
network management functions since its timescale is tightly coupled with the operation of the network 
control plane (e.g., slot-based scheduling requests, DRB activation requests, and handover decisions). 
Thus, RRM functions shall be responsive to deal with the dynamics associated to varying propagation 
conditions for each UE, traffic generation, mobility, etc. Given that 5G NR enables further deepening into 
time/frequency/space granularity compared to LTE, very high flexibility can be materialized through 
smarter RRM functions. Furthermore, the innovations associated to 5G NR in terms of novel and/or 
evolved capabilities imply novel and/or evolved RRM functions to be synergistically designed and 
exploited. From an implementation point of view, RRM functions are executed in the gNB. Then, in the 5G 
ESSENCE architecture, RRM functions fall under the scope of the cSD-RAN controller and the CESC, being 
executed at one or the other depending on the considered functional split of the radio interface protocol 
stack. 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  31.05.2019 

 

 
Deliverable D3.2 (“Final report on network embedded cloud, 5G cSD-RAN controller and network slicing”)  
  43/100 

 

 

 
Figure 15: Dimensions and functions for the management of radio resources in 5G NR. 

 

Table 1, below, summarizes the “key” focus areas and associated challenges for radio network management 
and RRM functions in the NG-RAN, emphasizing the differential aspects brought by 5G NR with respect to prior 
technologies.  
 

Table 1: Focus areas and challenges for RRM and radio network management in the NG-RAN. 
 

Functions Differential aspects  

in 5G NR 
Challenges and Opportunities 

R
ad

io
 N

et
w

o
rk

 M
an

ag
e

m
en

t 

Management of 
virtualized NG-
RAN functions 

New in NG-RAN.  

Integration of MANO solutions with NG-RAN 
NMS/EMS. Tailored orchestration and VNF 
placement solutions supporting different gNB 
functional splits and transport constraints in 
fronthaul/backhaul links.   

Management of 
RAN slicing 

New in NG-RAN.  

Information models and interfaces to support 
dynamic provisioning of RAN slices. Extended 
Network Resource Models for network slicing 
management. NMS functionality for automated 
provisioning and maintenance of RAN slices. 

Network 
planning 

Introduction of beams/TRPs. 
RAN slicing dimension. High 
frequency bands (e.g., mmW). 
Network sharing and multi-
tenancy. 

Integration of AI-based tools and live network 
measurements in the planning process. Accurate 
models of the environment in mmW. Integration 
of network planning tools with self-deployment 
capabilities. 

SON 

New use cases. RAN slice-aware 
SON.  

 

Revisiting architectural options and 
implementation of SON solutions. AI-based SON 
and support of big data analytics. Real-time 
telemetry solutions for feeding SON functions.  

 

Space

Network

Cell
TRP

Beam Time

Frequency

PRB

Numerology

Channel

BWP

RADIO
NETWORK 
MANAGEMENT

RRM

FR/band

Implemented mostly through

NMS and EMS

Coarsest granularity

Implemented as part of the

gNB functionality

Finest granularity

Configuration, optimization, 

fault management.

Dynamic management of 

radio resources dealing with

e.g. propagation, traffic

generation, mobility.



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  31.05.2019 

 

 
Deliverable D3.2 (“Final report on network embedded cloud, 5G cSD-RAN controller and network slicing”)  
  44/100 

 

R
R

M
 

Bearer 
Management 

Mapping function between QoS 
flows and DRBs. RAN slice 
awareness.     

Mapping rules between QoS flows and DRBs. 
Translation of QoS profiles per individual QoS flow 
to requirements of a DRB. RAC/RBC solutions 
ensuring isolation among slices. 

Packet 
Scheduling and 
related 
functionalities 

Allocations at mini-slot, slot or 
multiple slot level. Beam 
awareness. RAN slice 
awareness. Multiple BWPs per 
UE. Multiple numerologies. 
Dynamic TDD. Multi-TRP 
transmission. 

Trade-off between increased complexity and fast 
execution. Fast scheduling for URLLC services. 
Improved inter-cell coordination solutions for 
dynamic selection of UL/DL slots. 

Mobility Control 

Intra-cell mobility. New 
RRC_Inactive state. Dual and 
Multi-connectivity. RAN slice 
awareness. 

Decision criteria to trigger addition/removal of 
cells under multi-connectivity. Triggers for 
switching between RRC states. Fast and reliable 
beam failure and recovery. Mobility optimizations 
per slice. 

 
Focusing now on RRM, it includes functions for bearer management (e.g. admission, configuration and 
activation of DRBs), mobility control (e.g., cell selection and handover) and radio resource assignment (i.e., 
scheduling). While the scope of these functions is similar to LTE, there are important differences in their 
realization in 5G NR due to the support of new features, as discussed in the following. 
 

3.2.1.1 Bearer Management 

 
Bearer management includes Radio Admission Control (RAC) and Radio Bearer Control (RBC) functions to 
establish the settings (i.e., protocol stack configuration) and oversee the operation of DRBs. When a new DRB 
has to be set-up, the RAC decides on its acceptance or rejection based on the current radio resource availability 
and the expected QoS requirements of both the new DRB (e.g., guaranteed rate, priority) and the already 
admitted DRBs.  
Then, the establishment, maintenance and release of the DRBs is handled by the RBC, which deals with sporadic 
congestion situations by taking actions such as dropping low priority DRBs, performing handovers towards less 
loaded cells, etc. Compared to LTE, bearer management in 5G NR brings in two differential aspects: the 
mapping between DRBs and QoS flows and the need to consider RAN slicing. 
 
For a UE in 5G, the mapping between QoS flows (as seen by the 5GC) and DRBs (as seen by the NG-RAN) is 
performed at the SDAP layer. It should consider the QoS profile provided by the 5GC for every flow. This profile 
is specified through different parameters 0, including the 5G QoS Identifier (5QI) (which indicates the packet 
delay bound, packet error rate and priority level during congestion), the Allocation and Retention Priority (ARP) 
and, in case of Guaranteed Bit Rate QoS flows, the values of Guaranteed Flow Bit Rate (GFBR) and Maximum 
Flow Bit Rate (MFBR).  
How to optimize the mapping rules to ensure the QoS guarantees of each flow is an open problem admitting 
multiple possibilities (e.g., one-to-one mapping in which a DRB is associated to only one QoS flow and many-to-
one configurations in which one DRB carries multiple QoS flows with the same or with different QoS profiles). 
Besides, the QoS flow/DRB mapping can be dynamically arranged along the lifetime of DRBs/QoS flows (e.g. 
through a higher-layer application aware scheduling as proposed in 0). In this case, the challenge is in the 
definition of triggers and criteria to add/remove QoS flows of an existing DRB or to update the DRB 
requirements.  
 
When considering RAN slicing, bearer management functions are key to ensure that each RAN slice gets the 
expected authorized capacity for all the DRBs of that slice and, at the same time, that the required isolation 
among RAN slices is satisfied (i.e., the traffic of one slice does not impact negatively on the performance of 
another slice). Therefore, the design of RAC/RBC solutions should consider a per-slice view of the radio 
resources including per-slice performance measurements. 
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3.2.1.2 Packet Scheduling and related Functionalities 

 
Radio resource assignment with the finest granularities in the time/frequency/space dimensions is undertaken 
by the Packet Scheduling (PS) function within the Medium Access Control (MAC) layer 0, which operates at the 
gNB in close interaction with diverse supporting functions, as illustrated in Figure 16.  
The PS assigns radio resources to the UEs with active DRBs in both UL and DL directions. The assignment unit is 
one Transmission Time Interval (TTI) that can be one mini-slot, one slot or multiple slots. Within one TTI, the 
assigned resources are specified in terms of the PRBs in the frequency domain, the symbols in the time domain 
and the beam in the spatial domain. Resource assignments for both UL and DL are notified to the UEs via the 
Physical Downlink Control CHannel (PDCCH) 0.  
 
PS decisions are based on different inputs, such as buffer status, QoS requirements, RAN slice parameters and 
channel conditions. The buffer status for DL scheduling is directly known at the gNB side, while for the UL 
scheduling it is provided by the UE in the form of Buffer Status Reports 0. The QoS requirements to be fulfilled 
by the PS for the different DRBs and associated QoS flows are given by the 5QI

52
, GFBR and MFBR settings. 

Similarly, in a sliced RAN, the PS needs to be slice-aware to ensure aggregate requirements for all the DRBs of 
the slice (e.g., a certain amount of PRBs or an aggregate bit rate per slice) in accordance with the RAN slice 
configuration.  
With regard to channel conditions, measurements performed on UE transmitted Sounding Reference Signals 
(SRS) are carried out at gNB side for UL channel characterization. In turn, if UL/DL channel reciprocity cannot be 
assumed, DL channel conditions are learnt from the measurements on the Channel State Information- 
Reference Signals (CSI-RS) reported by the UEs. Reported information includes the Channel Quality Indicator 
(CQI), that is used by the Link Adaptation (LA) to select the Modulation and Coding Scheme (MCS).  
 

 
 

Figure 16: Packet Scheduling and supporting functions. 
 

                                                           
52  The 5G QoS Indicator is used in 3GPP to identify a specific QoS forwarding behaviour for a 5G QoS Flow (similar to the 

QCI value used for LTE). As such, it defines packet loss rate, packet delay budget etc. 
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In addition to the abovementioned inputs, the new 5G NR features imply that further constraints need to be 
considered by the PS, since the decisions made by other RRM functions impact on the amount of available radio 
resources that the PS can assign. For example, the Bandwidth Adaptation (BA) function determines the 
configured BWPs per UE and their numerologies and performs the BWP switching to determine the active BWP 
at every time instant among the configured ones. Therefore, it constrains the PS to allocate PRBs for a UE in its 
active BWP.  
Similarly, the dynamic TDD management function decides the direction (UL or DL) of each time slot and, 
therefore, provides high flexibility for adapting to the traffic needs and variations in one or the other direction. 
This function has the challenge to avoid severe cross-interference situations that may arise when neighboring 
cells make use of opposite UL/DL directions at the same time instant in the same channel. To avoid these 
situations, coordination between the dynamic TDD management functions of neighboring cells will be 
desirable, as part of the InterCell Interference Coordination (ICIC) function. The ICIC can also introduce 
constraints to the PS of a cell, (e.g., by limiting the transmission power or even by forbidding the data 
transmission in certain PRBs).  
 
Finally, the support of advanced beamforming and multiple TRPs has also a strong impact on the PS solution 
design and operation, since the PS has to be aware of the appropriate beam/TRP where to assign PRBs for 
transmission/reception for each UE. This requires interaction between the PS and the beam management 
functions that keep track of the beam of each UE.  
With all the above considerations, the PS function in 5G NR might be formulated as a resource efficiency 
optimization problem with multiple constraints, whose solution would involve high complexity. At the same 
time, PS decisions need to be taken in very short periods of time (less than 1 ms) for supporting low latency 
services and the algorithm needs to exhibit a fast reaction capability.  
Consequently, the trade-off between complexity and execution time challenges the way that the PS algorithms 
have to be devised. Decomposing the problem into smaller sub-problems (e.g., apply separate per-slice and 
per-beam PS algorithms) or identifying sub-optimal optimization methods are possible strategies to research. 
 

3.2.1.3 Mobility Control 

 
Figure 17 illustrates the mobility control related RRM functionalities in 5G NR. They include functionality for cell 
(re-)selection when UEs are not connected to the NG-RAN (i.e., UEs in RRC_Idle state) and for UEs that are 
connected but remain in the new RRC_Inactive state defined by 5G NR.  
 
Mobility control also includes measurement reporting and handover functions that decide the serving cell(s) of 
the UEs in RRC_Connected state. Both cell (re-)selection and handover cover the cases of intra-RAT (e.g., 
selection/handover among 5G NR cells) and inter-RAT mobility (e.g. selection/handover from 5G NR cells to LTE 
cells and vice versa). Besides, when dual or multi-connectivity operation is supported, a specific function is 
necessary to decide on the activation/deactivation of secondary cells for a UE.  
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Figure 17: Mobility control functions. 
 
New to 5G NR is the support for the so-called intra-cell mobility, which handles UE mobility among beams and 
TRPs within the same cell, as illustrated in Figure 17. In contrast to inter-cell handover, which involves Radio 
Resource Control (RRC) signaling, mobility between TRPs/beams of a cell is dealt at layers 1 and 2 by the beam 
management functions (0, 0). A beam selection function is used to acquire and select the appropriate beam for 
establishing the communication between a cell and a UE.  
To support this function, a cell performs beam sweeping by sequentially transmitting a common 
Synchronization Signal (SS) block through each beam at a different time instant according to a pre-defined time 
pattern. After detecting the SS block(s) and the instant of reception, a UE can select its most appropriate beam. 
If the UE intends to start the communication, it will perform the random access through the selected beam so 
that the gNB can assign resources to this UE. At this point, a beam refinement process can be performed in 
which a narrower beam is further selected. For this purpose, the gNB can instruct the UE to measure and report 
the signal received through specific CSI-RS that are transmitted in different beams. In this way, the gNB can 
select the adequate beam and perform beam switching if needed. In case of TDD bands, in which channel 
reciprocity can be assumed, the measurements for beam switching can be directly performed by the gNB based 
on UL transmissions. Moreover, the MAC layer includes a beam failure detection and recovery procedure that 
allows declaring a beam failure if the measured beam quality becomes low and then selecting another beam. 
 

3.2.2 Wi-Fi cRRM applied to DASH Video Streaming Services 
 
5G is expected to provide a wireless alternative to extremely dense scenarios, such as the In-Flight 
Entertainment & Connectivity (IFEC) system in commercial airplanes demonstrated in 5G ESSENCE Use Case 3, 
which have been traditionally addressed using wired technologies.  
In such scenarios, novel RRM techniques are required to maintain fairness and Quality of Experience (QoE) 
among users. The cSD-RAN architecture proposed in the 5G ESSENCE context can “address” some of these RRM 
challenges by enabling innovative network control mechanisms. In particular, centralised association control 
solutions can make use of a global view of the wireless access network to enhance efficiency, by intelligently 
allocating users across the available Access Points (APs) and wireless channels [9].  
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Video streaming is one of the most popular and bandwidth-demanding services in nowadays networks and its 
prevalence is expected to increase in the upcoming years

53
. Dynamic Adaptive Streaming over HTTP (DASH) [10] 

has been adopted as the main mechanism to consume on-demand videos from the Internet, being included for 
instance in Rel.16 of the 3GPP specification [11]. Using DASH, clients obtain a Media Presentation Description 
(MPD) file from the media server, which offers a list of different representations (i.e., different qualities or 
video rates) of a single video. Each available representation is fragmented in segments that are downloaded by 
the client on-demand using HTTP. Thus, each DASH client can adapt the requested video rate to its specific 
network and playback conditions. Numerous rate adaptation algorithms have been proposed in order to 
enhance the adaptability of DASH to network dynamics and improve QoE 0.  
 
However, in bottleneck scenarios, as is the case of dense WLANs, the fact that a client lacks a global view of the 
network, leads to poor QoE and global performance 0. In order to mitigate these problems, an extension of the 
MPEG-DASH standard, called Server and Network Assisted DASH

54
 (SAND), has been proposed, which adds a 

new network element called SAND-enabled HTTP server
55

 (DANE) and introduces new messages and 
mechanisms 0. One of the most implemented and evaluated mechanisms of SAND is the recommended rate 
assistance, which can significantly improve the rate adaptation process in DASH clients by using global 
information of the RAN which is collected by the centralized DANE server (0, 0). The SAND proposal, which is 
also included in the last 3GPP specification [11], is especially interesting considering the 5G ESSENCE 
architecture, since we can place the DANE server near the Radio Access Network (RAN) at the Main DC.   
 
In this Section, we introduce FALCON 0, a novel a novel cRRM mechanism, which jointly considers the wireless 
conditions experienced by each DASH client and their traffic demands, in order to allocate clients across APs 
and to recommend a video rate for each client.  
As will be described in the following subsections, at this moment we have developed a Python software which 
implements the FALCON algorithm according to a set of given inputs; however, we are currently developing the 
required interfaces and APIs in order to totally integrate it with the cSD-RAN Controller and to test it in real 
deployments. In addition, by means of simulations, we have demonstrated its benefits in a realistic IFEC system 
based on the requirements of Use Case 3. Then follows a description of the architecture and the algorithm of 
our solution, while the evaluation can be found in Section 5.2. 
 

3.2.2.1 Architecture 

 
As mentioned in Section 0, we consider a network model where all APs share the same BSSID and their radio 
interfaces are assigned to M orthogonal channels. Thus, association control relies on the DFS mechanism and is 
centralized in the Wi-Fi cSD-RAN.   
 
In order to implement FALCON, the cRRM module needs to acquire the effective bandwidth bij of each station i 
in each channel j, and the available airtime Cj of each channel. The available airtime parameter considers 
interference and congestion; in addition, the network manager can modify Cj to take into account the existence 
of traffic related to other services or the reserved resources of a specific slice according to the tenant SLA. As 
introduced in Section 3.1.2.4, these parameters can be obtained by querying the Prometheus Server at the cSD-
RAN Controller. 
 
On the other hand, by inspecting the MPD files or by implementing specific SAND messages from/to the DASH 
clients, the DANE server at the Main DC keeps track of the available representation indexes, Ki, and the 
representation rates, ri,k, of the video stream demanded by user i. These parameters are also reported to the 
cRRM module at the cSD-RAN Controller which runs the FALCON algorithm (directly or via Prometheus). 
  

                                                           
53

  See: https://www.sandvine.com/2018-internet-phenomena-report  
54

  Also see: https://mpeg.chiariglione.org/standards/mpeg-dash/server-and-network-assisted-dash-sand  
55

  For more details also see: http://tnomedialab.github.io/sand/  

https://www.sandvine.com/2018-internet-phenomena-report
https://mpeg.chiariglione.org/standards/mpeg-dash/server-and-network-assisted-dash-sand
http://tnomedialab.github.io/sand/
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FALCON generates a list of user-channel or user-AP assignments, which are checked by the Handover Controller 
introduced in Section 0 in order to perform the necessary handovers, and a list of recommended 
Representation Indexes (RI) which are sent to the DANE server. Then, the DANE sends a message to each client 
specifying the recommended RI or the equivalent representation rate. SAND does not enforce the utilization of 
the advised rate by the clients, since the algorithm of each particular DASH player can have local information 
(e.g. buffer status) recommending a different rate. Thus, in our model, each client continues to rely on its built-
in DASH rate adaptation algorithm, but using this recommended RI as the maximum available for the current 
video stream. FALCON workflow is summarized in Figure 18. 
 

 
Figure 18: FALCON Workflow. 

 
Table 2: Notations of the FALCON algorithm. 

 

N The number of DASH clients 

M The number of channels 

Cj The available airtime of channel/AP j 

Ki The number of RIs of user’s i video stream (from 1 to Ki) 

ATij,k The airtime consumed by user i in channel j using RI k 

bij The bandwidth of user i in channel j 

ri,k The video rate of user i using RI k (from ri,1 to ri,Ki) 

xij Association of user i to channel j: 1 if associated, 0 otherwise 

 

3.2.2.2 Algorithm 
 
The objective of FALCON is to obtain a fair allocation of resources among DASH clients, according to the 
properties of the video streams and the characteristics of the wireless channel. This objective can be stated as 
the problem of providing proportional fairness in a multi-rate multi-AP network, which has been proven to be 
NP-hard 0.  
 
Since in dense scenarios like the IFEC UC we can have hundreds of users, tens of APs, and tens of qualities per 
video, heuristic solutions are needed in order to deliver close to optimal solutions with a limited computational 
cost. We build our heuristic based on the fact that, in the case of a single multi-rate AP, max-min airtime 
fairness is proved to provide proportional fairness 0. Therefore, we assume that max-min fairness will be also 
beneficial in multi-AP networks, leading to efficiently sharing the available wireless resources.  
 
The procedures of FALCON’s algorithm are presented in Algorithm 1, while Equation (1) describes the airtime 
parameter ATij,k of a client i associated to an AP j and using a representation index k. 
 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  31.05.2019 

 

 
Deliverable D3.2 (“Final report on network embedded cloud, 5G cSD-RAN controller and network slicing”)  
  50/100 

 

 

 
 

Figure 19: FALCON algorithm. 
 
The algorithm considers all the possible associations of each user to each AP and creates a list F which contains 
the airtimes ATij,k according to these possible associations and the actual RI assigned to each user. Note that list 
F can have a maximum size of N*M in case that all the N users can be associated to all the M APs.  
 
Initially, in step 1 list F is populated according to the lowest RI of the videos being streamed to each client (i.e. 
k=1). Also, the algorithm considers the initial user-AP association, which is stored in list H, and updates the 
available airtime Cj of the different APs according to these initial airtimes ATij,1 (step 2).  
Then, list F is sorted in ascending order using the airtime component of the F(n) entries as the primary sorting 
key, and the video rate component as the secondary one (note that each entry of F is a tuple of two 
parameters, as defined in step 1).  
Thus, in case of having multiple entries from different clients with the same airtime, the client with the lower 
video rate will be prioritized. In step 4, the algorithm selects the first entry in the list, and, in case that an RI 
increase is possible (i.e. channel j has enough resources to serve user i a video stream with an RI of k+1), all the 
F(n) entries associated to this client are updated according to the new video rate value. Consequently, the 
available airtime of each AP and the list H of client-AP associations are updated according to the selected 
channel/AP for the RI increase of this user (i.e. actual AP or new AP), and the algorithm restarts again from step 
3 in order to apply progressive filling. On the other hand, if an RI increase for this entry was not possible, the 
algorithm continues with the next one in the ordered list. 
 
We claim that following this algorithm resources are allocated gradually to the different clients and channels in 
an efficient way: prioritizing lower airtimes gives indeed preference to clients with low RIs, leading to load 
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fairness, but also to clients using higher link rates, leading to higher aggregate throughputs (e.g. in the case of a 
client with multiple entries in F, the algorithm will always try to select first the entries using faster links). In 
addition, since the list F is sorted again after each RI increase, the clients with higher link rates have usually the 
chance to increase their RIs several times before the slower ones. 
 
The FALCON algorithm finalizes after all clients have been able to allocate their maximum RI Ki or when any 
additional increase of the RI of a station leads to a saturated channel (i.e. Cj<0, for all j). FALCON obtains a final 
list of clients-channel associations (that will be used to proceed with the necessary handovers according to the 
procedure described in Section 0), and a list of recommended video rates for each user (that will be fed to the 
DANE server). The sorting algorithm performed in step 3 has a maximum complexity of O(N*M*ln(N*M)) and 
can be called a maximum of ∑

N
Ki times. However, since in dense scenarios usually the APs will become 

saturated before achieving the last RI for each user, in practice the number of iterations will be considerably 
lower. Also, in large scenarios, not all clients will reach all the APs, leading to a size for F smaller than N*M.  
 
As aforementioned, a complete evaluation of FALCON algorithm and its performance in the IFEC scenario can 
be found in Section 5.2. 
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3.3 Multi-RAT Carrier Components, multi-RAT Scheduler 

3.3.1 Carrier Component and Data Scheduling for Carrier Aggregation 
 
Ever since the concept of International Mobile Telecommunications – Advanced (IMT-Advanced) was 
originated, new and advanced technologies are being introduced in order to achieve peak data rate of up to 1 
Gbps 0.  
In this regard, the 3GPP introduced a study item on LTE-Advanced that enables transmission over wider 
bandwidth compared to LTE systems. This can be achieved by aggregating the individual carrier components, a 
phenomenon that is called Carrier Aggregation (CA) [7]. Figure 20 shows the carrier aggregation in a contiguous 
manner for the provisioning of wider bandwidth required for IMT-A applications.  
 

 
 

Figure 20: Contiguous Carrier Aggregation for IMT-A Applications. 
 
It can be seen from Figure 20 that four 20MHz carrier components (CCs) are aggregated that are contiguous in 
spectrum. Indeed, in this example we can see that a total of 80MHz can be at disposal for LTE-A users in order 
to achieve data rates promised by IMT-A. Data rate requirements in downlink are usually high as compared to 
that of in the uplink. Therefore, carrier aggregation is suitable in the downlink where base station schedules 
users on multiple CCs accordingly to rate requirements coming from users.  Selecting CCs for different users is a 
typical load-balancing problem 0. In 0, it has been shown that CC selection is done at layer-3 where different 
users are allocated to CC based on the methods employed. Several methods have been proposed in the state of 
the art, where the aim is to increase the radio resource utilization efficiency. After CC selection at layer-3, data 
scheduling is followed at layer-2 in order to conclude radio resource management operation at the base 
station, as shown in Figure 21.  
 

 
Figure 21: LTE-A with Carrier Aggregation 0. 
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Radio resource management in carrier aggregation typically includes CC selection at layer-3 and packet/data 
scheduling at layer-2. Therefore, it is necessary to include both the operations in optimization of radio 
resources in order to enhance performance of the system.  
 
It is worth noting that as technology is evolving with time, new radio access technologies (RATs) are being 
introduced. With each new introduced RAT, system performance is improved; however, new challenges have to 
be addressed in order to take benefits from the current systems.  
One of the challenges is the concurrent existence of multiple RATs (multi-RAT). More precisely, the backward 
compatibility of new RATs with legacy RATs has to be considered. Concurrent existence of multi-RAT can make 
the spectrum highly congested, and this can cause carrier aggregation (CA) potentially not feasible due to non-
availability of carrier components. In this regard, a new concept of multi-RAT is coined in the context of 5G New 
Radio (5G-NR). Multi-RAT allows a user equipment (UE) to connect to more than one type of RAT (or cellular 
network), and can be regarded as an extension of carrier aggregation where carrier components belong to 
different RAT. In this way, high throughputs can be conceived in both uplink and downlink. Thus, multi-RAT is 
considered as an enabling technology for 5G. 
 

3.3.2 Multi-RAT Carrier Component and Data Scheduling 
 
As an enabler in 5G, multi-RAT promises significant enhancement of per-user throughput and overall system 
capacity. In this regard, advanced PHY/MAC/network technologies and efficient methods of cell deployment 
and spectrum management need to be conceived that guarantee an increase in the capacity by allocating 
resources belonging to multiple RATs.  
 
Operators are interested in aggregating licensed and unlicensed spectrum to extend system bandwidth. In 
order to efficiently design a system where unlicensed spectrum can be utilized, techniques for interworking and 
integrating the 5G System with other RATs should be conceived. In such a way, 5G system will be able to take 
advantage of “RAT diversity” by exploiting unique characteristics of RATs. 
 
Generally, multi-RAT is about utilizing carrier components from multiple RATs in order to enhance system 
capacity and user throughput. The underlying concept is the same as carrier aggregation in LTE-A. Hence, 
conventional approaches conceived for carrier aggregation for LTE-A can also be applicable on multi-RAT 
system, provided that new constraints should be addressed that are related to multi-RAT environments.  
In this regard, as discussed in chapter 5 of D3.1 [7], radio resource management in multi-RAT environment is 3-
dimensional, where optimization of resources should be done in time, frequency and RAT. In this regard, 
deliverable D3.1 discusses the idea of centralized entity, the Resource Abstraction Function that performs the 
resource allocation optimization over clusters multi-RAT cells. In that way, the resource allocation solution is 
not only providing decisions at MAC scheduler level of each RAT-specific protocol stack, but also at level above 
where interface selection and base station allocation is done.   
 
A multi-RAT spectrum reallocation solution is proposed in 0 where HSPA/LTE-A interworking allows system 
performance to increase significantly. It has been shown that multi-RAT enables high system throughput for 
both HSPA and LTE-A when spectrum assignment is performed jointly with resource allocation. An optimal 
traffic aggregation algorithm is proposed for multi-RAT systems in 0 where LTE-WLAN integration is considered. 
The proposed algorithm achieves an spectral efficiency of 70% over single-RAT algorithm. In contrast to the 
approaches mentioned earlier, authors in 0 aim to increase the energy efficiency of each of the users in a multi-
RAT environment by proposing a multi-objective resource allocation algorithm. The proposed approach 
achieves fast convergence and enables a flexible energy efficiency trade-off among users. A similar work based 
on increasing the energy efficiency in multi-RAT systems is proposed in 0, in which authors proposed QoS aware 
joint radio resource management (JRRM).  
An optimal resource allocation scheme is introduced in 0 for Orthogonal Frequency Division Multiple Access 
(OFDMA) in multi-RAT systems. Both near-optimum (high complexity) and sub-optimum (low complexity) 
allocation schemes are considered. It has been shown that the proposed algorithms are able to achieve energy 
efficient performance compared to a conventional spectral efficient system.  
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Similar to the aforementioned approaches, the 5G ESSENCE scope aims at increasing the spectral efficiency 
through multi-RAT. However, it is worth considering the fact that 5G systems will most likely be power-limited 
systems instead of bandwidth-limited systems. It is equally important to consider energy efficiency together 
with spectral efficiency in the context of multi-RAT 5G. Therefore, we conceive an approach that optimizes 
radio resource management in such a way that a flexible trade-off can be maintained between energy 
efficiency and spectral efficiency. 
 

3.3.3 Considered Multi-RAT Optimization Algorithm 
 
The near-optimal resource allocation problem can be written as, 
  

𝜀�̃�𝑎𝑥 =  max�̃�𝑚,𝑛
𝑘 ,𝑝𝑚,𝑛

𝑘 𝜀 ̃                 (1a) 

 
Subject to 
 

∑ 𝑗�̃�,𝑛
𝑘

𝑘∈𝐾 ≤ 1  and 𝑗�̃�,𝑛
𝑘 ∈  [0,1], ∀𝑚 ∈ 𝑀               (1b) 

 
∑ ∑ 𝑝𝑚,𝑛

𝑘  ≤ 𝑃𝑚
𝑚𝑎𝑥 ,𝑛∈𝑁𝑘∈𝐾  ∀𝑚 ∈ 𝑀               (1c) 

 

∑ ∑ 𝑗�̃�,𝑛
𝑘  𝐵𝑚  log2 (1 +  

𝑔𝑚,𝑛
𝑘  𝑝𝑚,𝑛

𝑘

�̃�𝑚,𝑛
𝑘  𝐵𝑚 𝑁0

)  ≥ 𝑅𝑘
𝑚𝑖𝑛 , ∀𝑘𝑛

∈𝑁
𝑚 ∈𝑀                (1d) 

 
Problem (1) is quasiconcave w.r.t. transmit power vector under the constraints (1b)-(1d).  
Hence, it can efficiently be solved by optimizing the transmit power vector. The symbols used in (1) are 
described as follows: 
  

 𝑗�̃�,𝑛
𝑘  is the binary variable that is the subcarrier assignment index, with 𝑗�̃�,𝑛

𝑘 = 1 indicates the assignment 

of n-th subcarrier to k-th user in RAT m; 
 

 𝑔𝑚,𝑛
𝑘  is the channel power gain of user k on subcarrier n in RAT m;  

 
 𝑝𝑚,𝑛

𝑘  is the transmit power of user k on subcarrier n in RAT m;  

 
 𝐵𝑚 is the subcarrier spacing in RAT m;  

 
 𝑁0 is the noise power spectral density;  

 

 𝑅𝑘
𝑚𝑖𝑛  is the minimum rate requirement of user k (QoS factor). 

 
From (1c), which defines fixed power constraint, we can see that maximization of energy efficiency is related to 
maximization of sum rate.  
Hence, in this deliverable we are going to present results where we can visualise maximization of sum-rate, 
which accordingly indicates the maximization of energy efficiency. In this regard, 0, 0and Σφάλμα! Το αρχείο 
προέλευσης της αναφοράς δεν βρέθηκε. propose a computationally efficient suboptimal algorithm that 
enables energy-efficient in multi-RAT environment. As defined in 0, 0 and Σφάλμα! Το αρχείο προέλευσης της 

αναφοράς δεν βρέθηκε., optimal power allocation, 𝑝𝑚,𝑛
𝑘  ,for fixed Langrange multipliers, 𝛾𝑚 and 𝜇𝑘,  as,  

 

𝑝𝑚,𝑛
𝑘 = 𝐵𝑚 [

𝜇𝑘

𝜌𝑚+ 𝛾𝑚
−  

𝑁0

𝑔𝑚,𝑛
𝑘 ]

+

              (2) 

 
Where [𝑥]+ = 𝑚𝑎𝑥{𝑥, 0}.  
To obtain the optimal solution, the subgradient method is used to update 𝛾𝑚 and 𝜇𝑘 as,  
 

𝛾𝑚
𝑙+1 =  [𝛾𝑚

𝑙 − 𝜏1(𝑃𝑚
𝑄𝑜𝑆 −  ∑ ∑ 𝑝𝑚,𝑛

𝑘
𝑛∈𝑁𝑚𝑘∈𝐾 )]

+
              (3) 
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𝜇𝑘
𝑙+1 = [𝜇𝑘

𝑙 − 𝜏2(∑ ∑ 𝑟𝑚,𝑛
𝑘

𝑛∈𝑁𝑚
− 𝑅𝑚𝑖𝑛

𝑘
𝑚∈𝑀 )]+              (4) 

 
Where 𝜌𝑚 is the inverse of power amplifier efficiency in RAT m, 𝜏1 and 𝜏2 are step-size. The subgradient 
method is guaranteed to converge to the optimal Langrange multipliers

56
 for some sufficiently small step size. 

Hence, water-filling approach is conceived for optimal power allocation for jointly performing with multiple 
RATs. 
 

3.3.4 Simulation Results 
 
In the simulation, we assume subcarrier spacing by 15 KHz and with 50 subcarriers are used. All the channel 
gains are assumed to derive from Rayleigh fading. The inverse of power amplifier efficiency 𝜌𝑚, is 35%. The 
maximum power constraint 𝑃𝑚

𝑚𝑎𝑥 = 3 and overall transmit power constraint 𝑃𝑚 = 1. The minimum rate 
requirement is set to 100kbps.  
 

 
 

Figure 22: Average User Rate per RAT w.r.t. SNR. 
 
From Figure 22, we can see that algorithm is able to increase the data rate w.r.t. signal to noise ratio (SNR) as 
the number of RATs increase in the system. It is worth noticing that average user rate increases almost 
exponentially when the number of RATs ≤ 4 in high SNR regime.  
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  For more details see, for example: https://en.wikipedia.org/wiki/Lagrange_multiplier 

https://en.wikipedia.org/wiki/Lagrange_multiplier
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Figure 23: Average User Rate vs. SNR with multiple users. 

 
It is interesting to visualize how the system behaves under fixed power constraint while number of users 
increases. Figure 23 shows that as the number of users increases in the system, the average data rate decreases 
that is the consequence of fixed power constraint and fixed RAT number.  
 
As a future work, we will be evaluating spectral-energy trade-off in multi-carrier multi-RAT environment. In this 
regard, the considered algorithm will be modified as per the requirements set in the 5G ESSENCE scope.   
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4 Slicing across the 5G ESSENCE Architecture  
 
5G technology provides “key” features to accommodate different types of services with diverge requirements 
and capacity, covering diversity of applications and actors. The identified use cases are categorized in: (i) eMBB 
(enhance Mobile Broadband), to develop services and applications that demand a high data-bandwidth 
complemented with moderate latency; (ii) URLLC (Ultra Reliable Low Latency Communications), that requires 
more bandwidth with ultra-reliable low latency, and; (iii) mMTC (massive Machine Type Communications), 
which typically have a multitude of low throughput devices.   
 
All these capabilities cannot be fulfilled with the current capacities of 4G, while vertical services need to be 
delivered with high flexibility to deploy and maintain them, based on the application requirements in the 
networking infrastructure. Software-Defined Networking (SDN) and Network Function Virtualization (NFV) 
allow defining such building blocks that facilitate programmability and virtualization. These features are 
enhanced with the paradigm of Mobile Edge Computing (MEC), which allows the deployment of enriched 
computing services closer to the user. 
 However, end-to-end QoS cannot be fulfilled with only the support of the computing capabilities in the servers 
and routers. Thus, in the access part, RAN slicing is a key feature to support end-to-end service provisioning, 
and can be built on physical radio resources (e.g., transmission point, spectrum, time, etc.) or on logical 
resources abstracted from physical radio resources. In addition, it requires to further extend the orchestration 
of the Network Management layer to support the lifecycle management of the functions which manage the 
resource allocation and configuration of the RSI (Radio Resource Instance).  
NG-RAN provides flexible and versatile access network that can dynamically create RAN slices transforming 
current legacy networks, which are configured to fit one type of traffic. As a result, slices for vertical 
applications can be delivered by orchestrating and configuring all these technologies.  
 
The first approach for deploying 5G is focused on the extension of the exiting 4G network with the 
implementation of the specification of 5G NR in Non-Standalone (NSA) operation

57
, enabling 5G NR 

deployments to be used with updated technology of 4G systems, boosting data rates and reducing latency. 
However, 5G NR in Standalone (SA) operations will offer faster data rates and, therefore, a better user 
experience. The standalone model includes new radio access network, new transport network and new 5G 
mobile core and edge networks, with an architecture fully virtualized that implies new ways of managing and 
deploying services. Cloud Native architecture includes concepts like microservices and lightweight computing 
devices, such as containers or unikernels, which reduce the functional and operational software overhead and, 
therefore, the footprint of the solutions. Also, it defines service-based interfaces to simplify services and 
enhance user experience.  
 
Ent-to-end network orchestration and management across the 5G ESSENCE architecture is a challenging task, 
since resources in both Main DC and Light DC have to be considered in order to provide a full networking 
infrastructure and connectivity through the access network, enabling service demands in sophisticated 
scenarios such as the defined Use Cases. Depending on the traffic requirements, several slice profiles can be 
deployed, while applying different configurations allow the MNOs to guarantee capacity distribution and traffic 
characteristics for the different slices created for vertical cases. 
  
To this end, network slices needs to operate independently with their own virtual resources, topology, 
management policies and protocols, and data planes. This model needs to pave with the interaction of high 
number of interconnected devices; therefore, Figure 24 introduces a model to manage the underlying 
infrastructure, allowing it to be shared among multiple virtualize networks and assuring that all the 
components from the virtual to the physical resources can be properly synchronized and configured. 
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  Also see: https://www.3gpp.org/release-15  
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Figure 24: ETSI NFV perspective mapping NGMN/3GPP Network Slicing and NFV concepts 0. 
 

4.1 End-to-End Slicing: Definition and Models 
 
ETSI NFV organization has been working in the definition of the framework to manage services in network slices 
to provide assured resources in a multiple administrative and technology domain. Figure 25 depicts the NFV 
updated architecture, defining the interactions between the 3GPP slicing related management functions and 
the NFV-MANO.  
 

 
 

Figure 25: NFV framework architecture. 
 



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  31.05.2019 

 

 
Deliverable D3.2 (“Final report on network embedded cloud, 5G cSD-RAN controller and network slicing”)  
  59/100 

 

In the evolution of the architecture three functions have been identified in order to manage the network 
slicing; these are described as follow: 
 
 Communication Service Management Function (CSMF): this function oversees the communication 

service-related requirements, translating them to network slice related requirements. The CSMF 
communicates with the Network Slice Management Function (NSMF). 
 

 Network Slice Management Function (NSMF): this function is in charge of managing and operating the 
NSIs from the configuration and lifecycle procedures. It derives network slice subnet-related 
requirements from the network slice-related requirements. NSMF communicates with the NSSMF and 
the CSMF. 
 

 Network Slice Subnet Management Function (NSSMF). This function is responsible for the 
management (including lifecycle) of the NSSIs. The NSSMF communicates with the NSMF. 

 
 
The slice model has to take into account the two environments involved in the slice definition, that is: cloud and 
RAN. In the cloud environment, the management model of the infrastructure has been defined as self-
contained and agnostic to the technology infrastructure, thus defining three types of elements: 
 
 NF packages: these include the necessary templates and metadata for the creation and management 

of a VNF via the interfaces exposed to the MANO entities.  
 

 NS packages: these allow creating and operating services. They are used by the NFV orchestrator to 
instantiate the network service, providing the information of constituent VNFs, and relevant 
information from the deployment and connectivity point of view, to interconnect instances in the 
service. 
 

 Network Slice package: this contains the characteristics of the requested service in terms of radio 
access technology, including latency, bandwidth, reliability, guaranteed QoS or security level to be 
instantiated in the infrastructure 

 
 
On the other hand, in the RAN environment the perspective of the service includes several operations to 
manage the end-to-end slice that should be considered for the management and provision of cellular capacity 
to the user equipment (UE). These operations are described as follow: 

 
 UE management: it is about the device capability and user experience to be considered in the 

establishment, release, configuration and report of the connection. The information provided by the 
device needs to be isolated and secured with the rest of the slices in the shared infrastructure.  
 

 Wireless function deployment: leveraging on the edge infrastructure, functions should be placed closer 
to the RRU to comply with specific requirements such us latency or network computing optimization. 
This involves flexible deployment of wireless function configuration and management.  
 

 Radio resource management: it includes the scheduling and allocation of the configured slice that set 
up frequency and timing domain management according to the specific requirements.  
 

 QoS monitoring: it is defined in order to comply with the quality of the service and assure the 
definition of the slice for the service provided. This involves the guarantee of the concurrent slice in 
the defined slices for eMBB, URLLC and mMTC.  
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4.2 Requirements and interfaces  
In the 5G ESSENCE context, the interface between cloud monitoring/analytics and RAN slicing is actually 
performed between “Intent driven decision making” module and the “RAN controller” at the functional level. 
However, from implementation perspective, it can be realized in number of ways such as: 
 
 Itf-N - FCAPS related monitoring and control, 
 
 Ve-Vnfm-em / Ve-Vnfm-vnf interfaces. 
 
Due to the fact that the MANO/cloud analytics part is going to provide feedback, which should be considered 

for adjusting the network radio resources, the relevant and efficient network management shall be deeply 

analysed. In the NFV approach, the legacy Itf-N interface for management should also be considered, as the 

3GPP TR 28.500 states that the FCAPS (Fault, Configuration, Accounting, Performance, Security) exchange shall 

be provided via Itf-N 0. It shall include both a VNF and a physical NF (PNF) FCAPS. The general NFV architecture 

is shown in  

Figure 26 with special focus on integration with 3GPP management system. 
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Figure 26: The NF network management [34]. 
 
The MANO part with the monitoring and analytics functionalities entails changes in the underlying resources 
availability. Resources necessary to serve variety of VNFs (especially the subset of VNFs that composes an 
operational radio stack) should be always sufficient to operate the network part according to the dimensioning 
phase prior to deployment of it. This issue shall be considered in the NM and gives field for optimisation. When 
the new configuration is applied, and the fact is noted to the NM, the NM shall send the confirmation to the 
RAN controller. 
  
To conclude, the 5G ESSENCE project shall consider that the cloud part is using the common 3GPP network 
management architecture and the only change is to provide the Analytics and Alarm management in the 
Network Management (NM) layer. To perform such adjustment, it would be needed to use the Integration 
Reference Points and the Network Manager modifications.  
However, the change in network spectrum resources shall be considered in both the network planning and 
network management planes. 
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Figure 27: Radio Network management interfaces 0. 
 
Based on 0, the EMS associated to radio functions also includes autonomous “self-x” functionalities to 
reconfigure the mobile network. The EMS is capable of reporting the measurements (PM) and monitoring data 
from any number of VNFs hosted by it, towards the MANO orchestrator. This data includes mainly the radio 
statistics. Still on the side of telemetry collection, the data about VNF functions (i.e.: workloads (e.g. VNFs of a 
virtual RAN) as seen from the VIM perspective, is collected and fed into the analytics module and alert 
management module. Workload telemetry is provided at the level of VIM that monitors the different VMs in 
order to control its current performance, and predict near future utilization of compute, network and storage. 
In case there are evidences that these resources are not sufficient for meeting the goals of the QoS workload, it 
can inform the cSD-RAN controller about the resource limitation. Then follows a list of requirements: 
 
 The interface should support synchronous and asynchronous modes of operation. 

 
 The interface should support publish-subscribe mode of communication, in a way that cSD-RAN controller 

can subscribe to various types of alarm (severity based) as well as MANO (or EMS) can subscribe to 
particular type of measurement/monitoring events from the cSD-RAN controller . 
 

 In case of alarms, they can also be provided to the cSD-RAN controller in push mode; i.e., MANO delivering 
alarm actions as defined upfront in the system lookup tables (alarm->action mapping). 
 

 The interface should also enable interaction between selected cSD-RAN applications, deployed at the 
north bound (NB) interface and the cloud part (MANO/EMS). This capability should be provided in order to 
be able to link nor only cSD-RAN controller directly with the MANO, but its functional applications, which 
are exposed over the north interface. 
 

 Whenever the cSD-RAN controller needs to understand the situation at the cloud (workload level), it 
should be able to directly request the current status.  
 

 The interface should be capable of updating the knowledge base. 
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4.3 Optimization of Radio Admission Control for RAN Slicing 
This section proposes and evaluates a framework for optimizing the Radio Admission Control (RAC) decision 
making policy for admitting users in a multi-tenant and multi-service 5G scenario in which every tenant is 
provided with a network slice. The RAC function, running at the cSD-RAN controller, makes decisions on the 
acceptance or rejection of new Data Radio Bearers (DRB) in a cell based on the current state of this cell defined 
by the number of admitted QoS flows for each service and tenant. The decision making policy, which 
establishes the decisions (actions) to make for each possible state, is provided by the RAC Data Analytics 
application within the 5G ESSENCE analytics framework and is based on modelling the RAC as a Semi Markov 
Decision Process (SMDP). The specific details of the RAC Data Analytics application and the corresponding 
optimization algorithm are presented in deliverable D4.2 0, while this section focuses mainly on the 
performance evaluation of the proposed approach. 
  

4.3.1 Radio Admission Control Algorithm 
 
Let us assume a 5G NR cell handled by the cSD-RAN controller with a total of P Resource Blocks (RB), each one 
with bandwidth B. The cell is operated by an infrastructure provider supporting Q different slices. Each slice is 
associated to a different tenant and, therefore, the terms slice and tenant will be used interchangeably in the 
following parts. 
 
The tenant q uses its associated slice to provide Sq services numbered as s=1,..,Sq to its users. Only Guaranteed 
Bit Rate (GBR) services are assumed. Following the Quality of Service (QoS) model of 0, the requirements of 
service s of tenant q are specified in terms of the Guaranteed Flow Bit Rate (GFBR), denoted as GFBRq,s. 
 
The users of the different services and tenants generate sessions and each new session involves the 
establishment of one QoS flow, mapped to a Data Radio Bearer (DRB) that enables the data transfer through 
the radio interface according to the expected QoS. Without loss of generality, a one-to-one mapping between 
QoS flows and DRBs is assumed here. The dynamic traffic generation process assumes that the users of the s-th 

service of the q-th tenant generate sessions following a Poisson arrival process with rate q,s sessions/s and that 

the session durations are exponentially distributed with average (1/q,s) s. 
 
The contractual relationship between a tenant and the infrastructure provider is defined in terms of a Service 
Level Agreement (SLA) that records a common understanding about the service offered by the infrastructure 
provider, together with the measurable target values characterizing the level of the offered service. In this 
respect, it is assumed that the SLA of tenant q, denoted as SLAq, is defined in terms of the contractual aggregate 
GFBR to be guaranteed for all the QoS flows of the tenant in the cell.   
 
Whenever a new QoS flow is established, the RAC function at the cSD-RAN controller is triggered to determine 
if the DRB associated to the new QoS flow can be admitted or not. In general terms, the RAC decision should 
take into account the QoS requirements of the different services and the number of QoS flows that have been 
already admitted in the cell for each service and tenant. This information is captured in the state of the cell at a 
certain time, which is defined by the matrix X={nq,s} where nq,s is the number of admitted QoS flows of the s-th 

service of the q-th tenant. X is a Q  S matrix with S=max(S1,...,SQ). In order to consider that a tenant can have a 
number of services Sq lower than S, it is assumed that nq,s=0 for s>Sq. Therefore, the state space 𝒳 is defined as: 
 

 𝒳 = {𝐗 = {𝑛𝑞,𝑠} ∈ ℕ𝑄×𝑆:  0 ≤ 𝑛𝑞,𝑠 ≤ 𝑁𝑚𝑎𝑥,𝑞,𝑠} (1) 

 
Where Nmax,q,s is the maximum possible number of QoS flows for the s-th service of the q-th tenant defined as: 
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Where Se,max (b/s/Hz) is the maximum spectral efficiency that can be achieved in the radio interface. It is worth 
mentioning that Nmax,q,s is an upper bound in the number of QoS flows that can be admitted for each service 
and tenant, while the RAC function can introduce stricter limitations to the actual number of admissible users 
depending on the considered RAC policy. 
 
Based on the above, the operation of the RAC algorithm can be formalized through a RAC policy, defined as a 

stationary rule that associates each state X𝒳 with an action A(X)={aq,s}, represented as a Q  S matrix whose 
components aq,s denote the decision to be made for a new session arrival of the s-th service of the q-th tenant 
when the cell is in state X, being aq,s=1 for acceptance and aq,s=0 for rejection. 

For a given state X𝒳, the action space 𝒜X defines the set of eligible actions in this state and is composed by 
those actions that lead to another state of the state space𝒳. This is formally defined as: 
 

 𝒜𝐗 = {𝐀 = {𝑎𝑞,𝑠} ∈ ℕ𝑄×𝑆:  𝑎𝑞,𝑠 ∈ {0,1},  𝑎𝑞,𝑠 = 0  if 𝐗 + 𝐞𝐪,𝐬 ∉ 𝒳 } (3) 

 

Where eq,s is a Q  S matrix with all elements equal to 0 except the element in the q-th row and s-th column, 
which equals 1. Therefore, X+eq,s denotes the new state that will be reached if a new session of the s-th service 
of the q-th tenant is admitted while being in state X.  
 
It is assumed that the RAC is optimized from the perspective of the fulfilment of the SLA for the different 
tenants. For this purpose, the optimization target will be the maximization of an average long term reward that 
captures the satisfaction of each tenant with the received service in relation to the expected SLA. Specifically, 
when the cell is in state X={nq,s} and the action A={aq,s} is selected, the reward rate r(X,A) is defined as: 
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Where f(X,aq,s) represents the reward obtained as a result of the RAC decision aq,s made upon the arrival of a 
new QoS flow of the s-th service of the q-th tenant in accordance with the selected action A. It is defined as:  
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The formulation of (5) takes into consideration the requested GFBRq,s of the new QoS flow and the total GFBR of 
all the admitted QoS flows of the q-th tenant when the cell is in state X, denoted as Rq(X) and given by: 
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X  (6) 

 
Then, the different conditions in (5) are explained in the following: 
 
 In case that the total aggregate GFBR of all the QoS flows of the q-th tenant is still below the contractual 

limit SLAq, i.e. Rq(X)+GFBRq,sSLAq, and the RAC decision is to reject the new QoS flow, i.e. aq,s=0, this 
means that an SLA breach occurs. Therefore, the obtained reward is negative and corresponds to a cost of 

Cq,s units. This condition intends to drive the RAC towards the fulfilment of the SLA terms.  
 

 In case that the RAC decision is to admit the new QoS flow, i.e. aq,s=1, and this involves exceeding 
contractual SLA limit, i.e. Rq(X)+GFBRq,s>SLAq, this means that the RAC is indeed granting excess capacity to 
the q-th tenant. This will be beneficial for both the infrastructure provider, who will achieve a better 
utilization of the radio resources, and for the tenant, who will sporadically experience a better service 
than expected. However, this excess capacity will only be effectively provided if no congestion occurs, i.e. 
if the cell in the new state X+eq,s will have sufficient RBs to ensure the GFBR requirements of all the 
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admitted QoS flows. Otherwise, this will negatively affect the admitted QoS flows. For this reason, and 
denoting as Pc(X+eq,s) the congestion probability in the new state, the reward includes a positive term 

Iq,s·(1-Pc(X+eq,s)) to reflect the extra capacity if there is no congestion, and a negative term Cq,s·Pc(X+eq,s) 
per admitted QoS flow to account for the degradation in case that there is congestion.  

 

 All the other cases, i.e. when Rq(X)+GFBRq,sSLAq and the decision is to admit the new QoS flow or when 
Rq(X)+GFBRq,s>SLAq and the decision is to reject the new QoS flow, reflect the normal operation of the RAC 
that would be expected by the q-th tenant and by the infrastructure provider. Correspondingly, they do 
not have neither positive nor negative influence, so the obtained reward is 0.  

 
The congestion probability Pc(X) when the cell is in a given state X is the probability that the cell will not have 
sufficient RBs to serve the admitted QoS flows with their required GFBR. Its computation makes use of the 
wideband Channel Quality Indicator (CQI) distribution measurements collected by the telemetry framework, 
since they capture the propagation and interference conditions that determine the spectral efficiency 
achievable by each UE. The details on the computation of Pc(X) made by the RAC Data Analytics function are 
given in section 3.5.2.3 of deliverable D4.2 0. 
 

With all the above considerations, the optimum RAC policy is understood as the optimum action A(X)𝒜X to be 

selected in every state X𝒳 in order to maximize the average long term reward obtained in the cell as a result 
of its dynamics. The optimum RAC policy is derived by the RAC Data Analytics function by modelling the RAC 
problem as a SMDP (see section 3.5.2.3 of deliverable D4.2 for details 0). 
 
 

4.3.2 Performance Evaluation 

4.3.2.1 Scenario Description 

 
The performance of the proposed SMDP-based RAC has been evaluated by means of system level simulations. 
The scenario is composed by one gNB with one omnidirectional cell that includes P=51 RBs with bandwidth 

B=360 kHz, which corresponds to a subcarrier spacing f=30 kHz according to the numerologies defined in 0. 
Table 3 presents the parameters considered in the simulation.    
 
The cell is configured to support Q=2 tenants each one associated with a different RAN slice. Each tenant 
provides two different GBR services. The GFBR, session generation rate and average session duration of each 
service are detailed in Table 4. The table also includes the contractual SLA values per tenant SLAq. The average 

offered load of each tenant, defined as the aggregate of q,s·(1/q,s)·GFBRq,s for all the services of the tenant, is 
varied in the different simulations by changing the total generation rate per tenant, based on the values 
indicated in Table 4. Only traffic in the downlink direction is considered. 
 

Table 3: Simulation parameters 

 
Parameter Value 

Cell radius 115m 

Path loss and shadowing 
model 

Urban micro-cell model with hexagonal layout of 0 with gNB 
antenna height 10m, UE height 1.5m and minimum distance of 
10m between UE and gNB.  

Shadowing standard deviation 
3 dB in Line Of Sight (LOS) and 4 dB in Non Line Of Sight (NLOS) 
(see 0) 

Base station antenna gain 5 dB 

Frequency 3.6 GHz 

Transmitted power per RB  24 dBm 

Number of RBs (P) 51 

UE noise figure 9 dB 
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Link-level model to map Signal 
to Interference and Noise 
Ratio and spectral efficiency 

Model in section A.1 of 0 with maximum spectral efficiency 
Se,max=8.8 b/s/Hz 

Simulation duration 100000 s 

Iq,s, Cq,s Varied in the simulations 

 

 

Table 4: Characteristics of the tenants and the services 

 
Tenant q=1 q=2 

Generation rate 

per tenant (q) 
1: from 3.125·10

-3
 to 9.1·10

-2
 

requests/s 
2: from 2.31·10

-3
 to 0.278 

requests/s 

Offered load per 
tenant  

From 1 Mb/s to 120 Mb/s From 1 Mb/s to 120 Mb/s 

SLAq 60 Mb/s 40 Mb/s 

Service s=1 s=2 s=1 s=2 

GFBRq,s 10 Mb/s 20 Mb/s 2 Mb/s 10 Mb/s 

Generation rate 

per service  (q,s) 
0.9·1 

requests/s 
0.1·1 

requests/s 
0.8·2 

requests/s 
0.2·2 

requests/s 

Session duration 

(1/q,s) 
120s 120s 120s 120s 

 
For benchmarking purposes, the proposed SMDP-based RAC will be compared against the following reference 
schemes: 
 
 Myopic policy: This strategy only considers the immediate reward when making RAC decisions. Then, 

when the cell is in a given state X it accepts a new QoS flow of the s-th service of the q-th tenant if the 
reward in case of acceptance f(X, aq,s=1) is higher than the reward in case of rejection f(X, aq,s=0). 
Otherwise, the new request is rejected. 

 
 Non-slice aware policy: This strategy considers a non- slice aware RAC that makes decisions based only on 

the planned capacity C of the cell. Then, when the cell is in state X a new QoS flow of the s-th service of 
the q-th tenant is admitted if the following condition is fulfilled: 

 

  ' ,
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  X  (7) 

 
Where the planned cell capacity C equals the aggregate SLA of all the tenants, that is: 
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  (8) 

 
 Strict slicing policy: This RAC strategy decides on the admission or rejection of a new QoS flow of the q-th 

tenant based on the agreed SLAq of this tenant and considers a strict slicing that does not allow deviations 
exceeding this value. Therefore, a new QoS flow of the s-th service of the q-th tenant is admitted if the 
following condition holds: 

 

   ,q q s qR GFBR SLA X  (9) 
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4.3.2.2 Comparison against Reference Schemes 

 
Figure 28 plots the obtained reward with the different strategies as a function of the offered load of tenant 1 
when the offered load of tenant 2 is 20 Mb/s (i.e. much lower than its SLA2 value). In turn, Figure 29 depicts the 
corresponding result for the case when the offered load of tenant 2 is 60 Mb/s (i.e. higher than SLA2).  

Both figures consider a reward function specified through Iq,s=100 and Cq,s=10 for all the services. It can be 
observed in both figures that the reward obtained by the SMDP-based approach outperforms the reward of all 
the other strategies thanks to its capability of optimizing the RAC decision making policy to maximize the long 
term reward. Among the benchmarking strategies, the closest reward is achieved by the myopic policy, because 
it also captures the reward function in the decision making process. However, due to its lack of insight into the 
future, this policy becomes sub-optimal from the perspective of long-term reward, leading to substantial 
differences with respect to the SMDP approach. These differences are particularly high when the offered load 
of at least one of the two tenants is higher than its SLA (i.e. in Figure 28 for offered loads of tenant 1 above 60 
Mb/s and in Figure 29), which is when the SMDP-based decision making policy can provide extra capacity to the 

tenants and thus increase the reward through the term Iq,s.  
As for the non-slice aware strategy, it is also able to achieve a certain reward because, since the RAC does not 
impose tenant-specific limits to the admission of new requests, it is possible to admit requests of a tenant even 
when the GFBR of its admitted flows is higher than the SLA. However, since this policy does not explicitly 
capture the reward in its formulation, it yields a lower reward than both the SMDP and the myopic policies. 
Finally, the reward of the strict slicing policy is 0 in all the cases since, by definition, this policy does not allow 
admissions when the GFBR of the admitted flows exceed the SLA level, so it can never achieve neither a positive 
nor a negative reward. 
 

 
 

Figure 28: Obtained reward with the different strategies as a function of the offered load of tenant 1, when 

the offered load of tenant 2 is 20 Mb/s, for the case Iq,s=100, Cq,s=10. 
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Figure 29: Obtained reward with the different strategies as a function of the offered load of tenant 1, when 

the offered load of tenant 2 is 60 Mb/s, for the case Iq,s=100, Cq,s=10. 
 

To analyze the impact of the parameters of the reward function Iq,s and Cq,s, Figure 30 and Figure 31 present 
the reward obtained with the different strategies for an offered load of tenant 2 of 60 Mb/s and for the cases 
when the reward achieved by extra capacity equals the cost of blocking a request below the contractual SLA 

limit (i.e., Iq,s=100, Cq,s=100 in Figure 30) and when this cost is much higher than the reward due to extra 

capacity (i.e., Iq,s=100, Cq,s=200 in Figure 31).  
In turn, the situation when the reward due to extra capacity is much higher than the cost has been already 

discussed in Figure 29 (i.e., Iq,s=100, Cq,s=10). 
 

 

 
Figure 30: Obtained reward with the different strategies as a function of the offered load of tenant 1, when 

the offered load of tenant 2 is 60 Mb/s, for the case Iq,s=100, Cq,s=100. 
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Figure 31: Obtained reward with the different strategies as a function of the offered load of tenant 1, when 

the offered load of tenant 2 is 60 Mb/s, for the case Iq,s=100, Cq,s=200. 
 
The results shown in Figure 30 and Figure 31 reveal a similar behavior than Figure 29, in the sense that the 
SMDP-based approach outperforms all the other reference schemes. However, it is observed that the actual 

reward decreases when increasing the value of Cq,s and the improvements of the SMDP-based approach with 
respect to the myopic policy also become smaller. This is due to the higher cost associated to rejections when a 
tenant is below its SLA level.  
The percentage gain in reward achieved by the SMDP-based approach with respect to the myopic policy for 

different offered traffic loads of the two tenants and for the three considered configurations of Iq,s, Cq,s is 
presented in the 3-dimensional graphs of Figure 32.  
It is observed that the highest gains are achieved for high loads of both tenants and that the gain decreases 

when increasing the cost term Cq,s. Specifically, the highest gain obtained for the configuration Iq,s=100, 

Cq,s=10 is 110%, while it reduces to 76% for the configuration Iq,s=100, Cq,s=100 and down to 50% for the 

configuration Iq,s=100, Cq,s=200. 
 

 

(a)         (b)     (c) 
 

Figure 32: Reward increase achieved by the SMDP-based approach with respect to the myopic approach for 

(a) Iq,s=100, Cq,s=10, (b) Iq,s=100, Cq,s=100, (c)  Iq,s=100, Cq,s=200. 

 

A relevant characteristic of the proposed SMDP-based framework is its flexibility to be configured to achieve 

different behaviors by properly tuning the values of the parameters in the reward function Iq,s, Cq,s. To 

illustrate this, Figure 33 presents the obtained reward for the configuration Iq,s,=0, Cq,s=200.  
This configuration reflects a conservative case in which the RAC should strictly adhere to the SLA fulfilment, 
because there are high penalties for rejecting new requests that are under the SLA limits and, on the contrary, 
there is no reward for providing extra capacity beyond the SLA limit. As a result of this, it is observed in Figure 
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33 that the reward obtained by the SMDP-based policy is 0 in all the cases, reflecting that the obtained decision 
making policy avoids the possibility of incurring into costs.  
Indeed, Figure 33 shows that the SMDP-based approach has exactly the same behavior than the strict slicing 
policy and the same occurs for the myopic policy. Instead, the non-slice aware policy leads in this case to 
negative rewards due to the indiscriminate rejections without taking into account the SLA of each slice. 
 

 

 
Figure 33: Obtained reward with the different strategies as a function of the offered load of tenant 1, when 

the offered load of tenant 2 is 60 Mb/s, for the case Iq,s=0, Cq,s=200. 
 

4.3.2.3 Analysis of Key Performance Indicators 

 
Going beyond the performance analysis in terms of reward, this section analyses the obtained behavior from 
the perspective of different Key Performance Indicators (KPIs).  
Figure 34 plots the blocking probability experienced by each tenant, defined as the percentage of rejections 
with respect to the number of admission attempts. The results are presented for two different values of the 

cost Cq,s, assuming Iq,s is set to 100, and for two different traffic mixes, the first one characterized by an 
offered load of 40 Mb/s for tenant 1 and 20 Mb/s for tenant 2, and the second one by an offered load of 60 
Mb/s for tenant 1 and 20 Mb/s for tenant 2. 
 

 
 

Figure 34: Blocking probability of tenant 1 and tenant 2 for different values of Cq,s and two different traffic 
mixes. The numbers in parenthesis indicate the offered load of tenant 1 and tenant 2 in Mb/s, respectively. 
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For the case that the cost Cq,s is set to 200 (i.e. a large value in relation to Iq,s), Figure 34 reflects that both the 
SMDP and the myopic approaches are providing very similar blocking probability in all the cases, being it lower 
than for the non-slice aware and the strict slicing approaches. It is also observed that tenant 1 experiences 
higher blocking than tenant 2, because in both traffic mixes the offered load of tenant 2 in relation to its SLA2 is 
lower than the offered load of tenant 1 in relation to its SLA1. 
 

On the contrary, when the cost Cq,s is set to 10 (i.e. much lower than Iq,s), Figure 34 reveals some changes in 
the blocking probability obtained with the SMDP-based approach. In particular, it is noted that the blocking 

probability of tenant 1 decreases with respect to the case Cq,s=200. The reason is that, with the lower cost 
associated to rejections; the RAC allows the admission of more requests of tenant 1 exceeding the SLA limit, 
even if these extra admissions could represent some blockings of tenant 2. Then, as a result of this behavior, 
the blocking probability of tenant 2 experiences some increase, particularly when the offered load of tenant 1 is 
60 Mb/s, since for this load level equal to SLA1, the RAC will have more opportunities of getting positive reward 
by providing extra capacity to this tenant. 
 
Figure 35 depicts the aggregate throughput obtained by each tenant with the different RAC strategies. Results 
are presented for the same conditions as in Figure 34. Indeed, similar observations can be made for the 
throughput than in the case of the blocking probability. Specifically, both the SMDP and the myopic approaches 
provide similar throughput levels, higher than those obtained with the non-slice aware and the strict slicing 

strategies. Similarly, reducing the cost Cq,s leads to increasing the throughput of the tenant with higher offered 
load (i.e. tenant 1 in this case) due to the reward associated to the extra capacity that can be provided to this 
tenant. 

 
 

Figure 35: Aggregate throughput of tenant 1 and tenant 2 for different values of Cq,s and two different traffic 
mixes. The numbers in parenthesis indicate the offered load of tenant 1 and tenant 2 in Mb/s, respectively. 

 
The blocking probability per service is depicted in Figure 36 considering an offered load of 40 Mb/s for tenant 1, 

20 Mb/s for tenant 2 and reward parameters Iq,s=100, Cq,s=200. Results show that the worse performance is 
obtained by the strict RAC, while the SMDP and myopic approaches allow reducing the blocking probability, 
with slightly better performance provided by the SMDP approach. In turn, it is observed that the service 2 of 
tenant 1, which requires the highest GFBR (see Table 4), also experiences the highest blocking probability, while 
the lowest blocking is obtained by the service 1 of tenant 2, which requires the lowest GFBR. 
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Figure 36: Blocking probability per service. 
 
Finally, Figure 37 depicts the congestion probability, that is the probability that the cell has not enough RBs to 
fulfil the requirements of all the admitted QoS flows at a certain point of time. It is observed that the SMDP-
based approach, the non-slice aware and the strict slicing approaches maintain much reduced values of the 
congestion probability. For the case of the non-slice aware and the strict slicing, the reason is that both 
approaches impose a limitation of the total number of admitted QoS flows given by the planned cell capacity C, 
whose value provides a sufficient margin to avoid congestion in most of the situations. On the contrary, both 
the SMDP and the myopic approach allow exceeding this limit in certain situations, i.e. when both tenants get 
extra capacity above their SLA. However, the long-term vision of the reward achieved by the SMDP-based 
strategy allows a better control of the congestion probability than the myopic policy. Correspondingly, the 
myopic approach is the one that experiences the worse congestion probability. 
 

 
 

Figure 37: Congestion probability as a function of the offered load of tenant 1, when the offered load of 

tenant 2 is 60 Mb/s, for the case Iq,s=100, Cq,s=10. 
 

4.3.3 Conclusions 
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has been expressed in terms of a reward function that captures the degree of fulfilment of the SLA from the 
perspective of the involved tenants. This reward function includes different parameters to account for the 
possibility of providing excess capacity beyond the SLA, thus achieving a more efficient usage of the radio 
resources, and for the possible SLA breaches. Then, the optimum RAC decision making policy is provided by the 
RAC data analytics application, based on modelling the RAC problem as an SMDP. 
 
The proposed approach has been evaluated by means of system-level simulations in order to assess its 
performance and to compare it against other reference approaches. The behavior analysis of the SMDP 
approach has allowed identifying how the obtained decision making policy incorporates the long-term reward 
perspective and differs from a myopic approach that only considers the immediate reward of a RAC decision. 
Results have shown that for all the studied configurations the obtained reward with the SMDP-based policy 
always outperforms the other reference strategies, namely the myopic policy, the non-slice aware policy and 
the strict slicing policy. 
 
Another characteristic of the proposed approach is the flexibility to be configured to achieve different 
behaviors by properly tuning the parameters of the reward function, achieving a trade-off between a more 
conservative policy that targets a strict fulfilment of the SLA and a more flexible policy that achieves higher 
efficiency in the utilization of the radio resources by providing excess capacity beyond the SLA. 
 
Finally, results have analyzed the behavior of the considered RAC policies in terms of different performance 
indicators such as blocking probability, throughput and congestion probability. In general, it has been observed 
that the SMDP-based and the myopic policies exhibit small differences in terms of blocking and throughput, and 
that both of them outperform the non-slice aware and the strict slicing policies. In turn, the SMDP-based 
approach clearly outperforms the myopic policy in terms of congestion probability, since it is able to keep a 
negligible congestion probability, while with the myopic policy, congestion probability values of up to 10% have 
been observed. 
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4.4 A Software-Defined Networking Platform for RAN Slicing: 5G-EmPOWER 
 
Network slicing enables the creation of logical networks customized with precise network resources and 
isolation properties, optimised to fulfil diverse performance requirements and to operate independently on a 
common infrastructure. Following this idea, 5G-EmPOWER leverages network programmability to extend the 
SDN slicing concept of the wired domain to the wireless access segment in the case of the LTE RAN. The 
solution aims at ensuring efficient sharing of the physical infrastructure by different services providers.  
In particular, we assume that an infrastructure provider owns the physical LTE eNBs, which are leased to the 
service provider. Finally, notice that although the prototype focuses on LTE RANs, the design principles are 
general and easily extensible to other radio access technologies.  
The 5G-EmPOWER Operating System can accommodate multiple virtual networks or slices on top of the same 
physical infrastructure. Our slicing mechanism aims at achieving three goals: (i) performance isolation; (ii) slice 
customization, and; (iii) efficient resource utilisation. The first goal means that misbehaving slices should not 
affect the performance of other slices. The second goal means that slices should be allowed to freely allocate 
their resources. The third goal means that the slicing operation must efficiently use radio resources. 
 
Slices are created from a slice descriptor provided by the slice owner to the infrastructure provider, which 
specifies the Service Level Agreement (SLA) and the list of UEs to be mapped to each slice. The SLA identifies 
the service level requirements requested by the slice owner (e.g., the aggregated throughput, the number of 
PRBs, etc.).  
The 5G-EmPOWER Operating System does not enforce a particular SLA. Instead, a flexible framework is 
provided in order to allow implementing customized admission control and radio resource allocation 
mechanisms. A high-level representation of the 5G-EmPOWER slicing model is depicted in Figure 38. We shall 
now describe all the components in detail.  
 
The Slice Resource Manager is responsible for the life-cycle management of the slices in a given eNB. Upon 
receiving a request for creating a new slice, the slice resource manager checks if the slice can be accepted using 
the admission control mechanism defined by the infrastructure manager. For example, if the resource 
allocation is done in terms of PRBs, the slice resource manager checks if there are enough PRBs to allocate the 
new slice. As a result, the slice is either admitted or rejected due to insufficient resources.  
The Hypervisor is in charge of allocating the resources to each slice in order to meet their SLA. Specifically, it 
translates physical resources into virtual resources and hands them to a Slice Specific Scheduler. The decisions 
made by the Slice Specific Scheduler (which operates on virtual resources) are translated into physical resource 
commands by the Hypervisor before being delivered to the data plane. Every scheduling window, the 
Hypervisor computes the resources to be allocated to each slice.  
The scheduling window is a per-slice configurable parameter with the duration of a Transmission Time Interval 
(TTI) (i.e., 1ms), or any of its multiples (e.g., 10ms or 100ms). Each slice can use a different policy to schedule its 
UEs. Slice owners can select the UE scheduler from a list of available schedulers or can provide a new one as a 
plug-in. Notice that the Hypervisor gives to the Slice Specific Scheduler an abstracted view of the radio 
resources. This view includes only the resources available to that specific slice and thus omits those that are 
either allocated to other slices or dedicated to other purposes, for example, random access, broadcasting, and 
control channels. The performance evaluation of this solution will be analysed in Section 5.1.  
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Figure 38: 5G-EmPOWER Slicing Model. 
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5 Experimental Evaluation and Results 
In this section, the three realizations of the cSD-RAN Controller are evaluated, each of them focusing on 
different functionalities: LTE RAN slicing, Wi-Fi RRM and centralized resource allocation for small cells. 
Evaluation is performed by means of experimental testbeds and extensive simulations, considering realistic 
environments.  
 

5.1 Evaluation of RAN Slicing on 5G-EmPOWER testbed  
 
The network topology considered is shown in Figure 39, which comprises an LTE EPC, an LTE eNB and the 5G-
EmPOWER Operating System. The EPC and the eNB are connected through the S1 interface, while the 
OpenEmpower Protocol handles the communication between the eNB and the 5G-EmPOWER Operating 
System. The eNB has a capacity of 25 PRBs (i.e., 5 MHz bandwidth). The eNB and the EPC are deployed on Intel 
NUCs equipped with an i7 Intel processor

58
 and 16 GB of RAM running Ubuntu 18.04. NextEPC

59
 is used as LTE 

EPC, while srsLTE is used for implementing the LTE stack. Finally, the two UEs used are Huawei P10 Plus
60

 
running Android 7.0. 
 

 
 

Figure 39: Network Topology used in the Evaluation. 

 

5.1.1 Experiment 1: Evaluation of the impact of 5G-EmPOWER Agent on the radio access nodes 

with respect to a base system through three different scenarios  
 
First, we study the performance of the base system (i.e., the vanilla LTE stack). Second, we evaluate the base 
system when the 5G-EmPOWER Agent is running. Finally, building on this last scenario, we study the overhead 
associated with the RAN slicing features enabled by the Hypervisor. We define two distinct configurations: (i) a 
single slice using 50% of the resources, leaving the remaining 50% free, and; (ii) two slices with a proportional 
partitioning that allocates 50% of the PRBs to each of them. In all the scenarios, UEs have been connected to 

                                                           
58

  See: https://www.intel.com/content/www/us/en/products/processors/core/i7-processors.html 
59

  See:  https://nextepc.org/.  
60

  See: https://en.wikipedia.org/wiki/Huawei_P10  

https://www.intel.com/content/www/us/en/products/processors/core/i7-processors.html
https://nextepc.org/
https://en.wikipedia.org/wiki/Huawei_P10
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the network. Since the same conclusions can be inferred for a higher number of users, this study has been left 
aside in the interest of clarity. Measurements are 60 seconds long and are repeated over 10 times. The Key 
Performance Indicators (KPIs) used are memory and CPU utilization. 
 
Figure 40 depicts the outcomes of CPU utilization. As can be seen, these measurements are around 60% and 
70% for one and two UEs, respectively, for the srsLTE stack, which is actually a concern also reached in the 
literature [2]. On this basis, we have examined the impact of introducing the 5G-EmPOWER Agent, as well as of 
enabling the RAN Slicing system. Although for one UE the overhead of the 5G-EmPOWER Agent is slightly 
greater when enlarging the number of UEs, the CPU utilization of the vanilla

61
 srsLTE system increases 

considerably, while it is almost negligible when the 5G-EmPOWER Agent or the Hypervisor (for the RAN Slicing 
features) are active.  
Furthermore, it is shown that instantiating several slices have little effect on the performance. Consequently, it 
can be concluded that varying the number of slices and UEs does not lead to a significant impact on the CPU 
performance of the eNB. The memory consumption is also an important KPI for understanding the overhead of 
5G-EmPOWER.  
Table 5 reports these results, showing that when the 5G-EmPOWER Agent is active, the memory consumption 
grows by 0.1%. This increase is insignificant, especially because it remains constant regardless of the number of 
slices and UEs present. 
 

 
 

Figure 40: CPU utilization of a vanilla eNB when introducing the 5G-EmPOWER Agent. 
 

 

 

Table 5: Memory utilization of a vanilla eNB when introducing the 5G-EmPOWER Agent. 
 

 
Scheme 

 
No. of slices  

CPU utilization (%) 

1 UE 2 UE’s 

srsLTE without Agent - 4.3 4.4 

srsLTE with Agent - 4.4 4.5 

 
RAN slicing 

1 4.4 4.5 

2 4.4 4.5 

 

 

                                                           
61

  See: https://www.softwareadvice.com/community/vanilla-profile/  

https://www.softwareadvice.com/community/vanilla-profile/
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5.1.2 Experiment 2: Evaluation of RAN slicing in 5G-EmPOWER platform in terms of functional 

and performance isolation across the slices 
 
Following the same deployment presented in Figure 40, we define a set of scenarios to demonstrate how our 
architecture is able to offer functional and performance isolation across the slices. We remind the reader that 
this deployment comprises the EPC, an LTE eNB running the 5G-EmPOWER Agent, the 5G-EmPOWER OS and 
two UEs. The results are the average of 10 runs, in which a downlink TCP stream is transmitted to the UEs using 
iperf3

62
. Each test is 60 seconds long. Notice that the KPIs are focused on the goodput achieved while ensuring 

performance and functional isolation. Moreover, to draw a fair comparison, the measurements are repeated 
for a vanilla system just encompassing the EPC and a srsLTE-based eNB.  
In the case of the RAN slicing solution, two slices are accommodated in the network and one UE is connected to 
each of them. Conversely, in the vanilla system, two UEs are permanently attached to the network.  

 

5.1.2.1 Performance Isolation:  

 
The first part of the evaluation assesses the performance isolation through three experiments where the 
resources are proportionally assigned to two slices (i.e., each slice is allocated 50% of the radio resources). It is 
worth recalling that the measurements are performed in the 5 MHz band, which implies a resource capacity of 
25 PRBs per eNB. Given the constraint from the LTE stack from scheduling whole PRBs, assigning half of the 
resources to each slice leads to the situation in which one slice uses 13 PRBs, whereas the other utilizes 12 of 
them. For that reason, slight differences may be found in the plots shown below. Nevertheless, additional 
scheduling configurations are further studied in the evaluation of functional isolation.  
Concerning the performance isolation, the characteristics and results of the experiments are presented below. 
The first experiment is denoted as the base case since just 1 UE and 1 slice (in the case of the RAN slicing 
solution) are considered. Figure 41 sketches the CDF of the goodput achieved by the vanilla and the RAN slicing 
system. Although the two distributions follow a similar pattern, the probability of higher bandwidths is also 
higher for the RAN slicing solution. Furthermore, the range of values embraced by our solution is narrower than 
by the vanilla system, which demonstrates the ability to reduce the performance variability. 
 

 
Figure 41: CDF of the goodput achieved by the vanilla and the RAN slicing system for one UE. 

 
The second and third experiment intends to evaluate how performance isolation is maintained when varying 
the signal quality of the UEs. In the second experiment, the two UEs have the same signal quality, while in the 
third one, one UE experiences bad channel conditions (we achieve this by placing the UE further away from the 
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  The iPerf3 is a tool for active measurements of the maximum achievable bandwidth on IP networks. It supports tuning 
of various parameters related to timing, buffers and protocols (TCP, UDP, SCTP with IPv4 and IPv6). For more details see: 
https://iperf.fr/  

https://iperf.fr/
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eNB than the other UE). In the RAN slicing system, the UEs are located on different slices. The results for the 
same signal quality are presented in Figure 42. In particular, a higher difference in the performance of the two 
UEs can be appreciated for the vanilla system since resources are not properly scheduled.  
Conversely, our architecture is able to adequately allocate the resources, hence making equal the performance 
of the slices upon equal channel conditions.  
 

 
 

Figure 42: Performance comparison for two UEs with the same signal quality and two network slices with 
50% of the resources. 

 

The necessity for isolation features is even more noticeable in Figure 43, where the UE 2 receives lower signal 
strength from the eNB. In comparison with the outcomes in Figure 42, these measurements clearly show how 
in the vanilla system this issue not only concerns the UE having signal problems but also impacts the 
performance of the first UE. By contrast, the RAN slicing solution isolates the problem to the slice affected and 
maintains the performance for remaining slices. 
 

 
 

Figure 43: Performance comparison for two UEs with different signal quality with two network slices with 
50% of the resources. 

 

5.1.2.2 Functional Isolation 

 
The second half of the evaluation comprises three experiments that cover the functional isolation capabilities. 
With performance isolation, we refer to the ability to ensure that the performance of a slice is not affected by 
the resource allocation decisions in other slices. The first experiment highlights the slice customization 
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capabilities while seeking full isolation. The second experiment focuses on the performance when 
accommodating several UEs in the same slice. Finally, the last experiment aims to show the flexibility of the 
platform to reallocate the radio resources when some of the slices are idle. The measurements are performed 
on the same network setup used in the previous evaluation. Starting from the 50%/50% resource allocation of 
the previous experiments, the 5G-EmPOWER OS is configured to assign 70% of the PRBs to one slice, and the 
remaining 30% to the second one. These resource distributions, depicted in Figure 44, illustrate the inter-slice 
functional isolation of the architecture.  
In particular, it can be seen that the hypervisor guarantees that the slices (and hence the UEs) obtain just the 
radio resources configured. In the first scenario, each UE uses half of the resources, whereas in the second one 
the goodput of the first slice is higher due to the resource distribution. To study the behavior of several UEs in 
the same slice, the second experiment maintains the resource configuration that assigns half of the resources 
to each slice. This scenario is compared to a setup in which the two UEs are connected to one slice while the 
other remains idle. It is important to mention that this test deals with functional isolation aspects. Hence, the 
resource assignment is static, and their flexible reallocation will be further discussed later.  
 

 
 

Figure 44: Performance evaluation of different resource distributions for the RAN slicing solution with 2 UE’s 
and 2 network slices. 

 

From the results sketched in Figure 45 we can observe that the resource configuration is respected within the 
slice, which leads to an equal division of the bandwidth between the UEs in that slice. The last experiment 
intends to prove the elasticity provided by our RAN slicing solution. To this end, we build on the scenario made 
up of two slices and two UEs (i.e. one UE per slice) in which at the beginning the hypervisor configures an equal 
division of the resources.  
 

 
 

Figure 45: Performance evaluation of the RAN slicing solution with 2 UEs and 2 network slices. 
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By contrast, as depicted Figure 46, in the first half of this test there is no traffic in the second slice (towards UE 
2). In view of this, the scheduler is able to reallocate part of the idle resources from other slices to increase the 
performance. Notice that not all the idle resources are rescheduled since a minimum amount of PRBs must be 
reserved to keep alive the connection to the UEs in such slices. After 30 seconds, downlink transmission is 
started in the second slice and, as a result, the scheduler reassigns the resources to ensure the allocation 
agreement of each slice.  
The previous experiment endorses how our architecture makes an efficient reallocation of the radio resources 
across co-existing slices with the aim of increasing the network performance. Moreover, it enables innovative 
models of radio resource sharing among the tenants such as those envisioned in the cognitive radio networks 
domain. 
 

 
 

Figure 46: Dynamic resource reallocation of 2 slices when a new UE is attached. 
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5.2 Evaluation of FALCON: Wi-Fi cRRM applied to DASH Video Streaming Services  

5.2.1 Initial Evaluation of FALCON 
 
We have implemented the FALCON algorithm by using Python so that to have a first analysis of its impact on 
network performance. In particular, for this evaluation we have considered 802.11a/g link rates (i.e. from 6 to 
54 Mbps), a single movie with 20 quality levels (from to 50 kbps to 8 Mbps) and 3 APs operating in different 
channels with an available airtime of 1, ⅔ and ⅓, respectively.  
The link rates of each client-AP pair are randomly assigned. We evaluated the performance of FALCON applying 
max-min airtime fairness compared to an alternative algorithm that uses max-min load fairness; i.e., using the 
video rate as the primary sorting key and the airtime as the secondary one in the sort function of FALCON.  
Also, we compared our solution to an ideal upper bound based on exactly dividing the total available airtime 
between all the clients and using their best link rate to any of the APs as the chosen one; i.e., modelling the 
system as a single AP with an available airtime of 1+⅔ +⅓. 
 
Figure 47 shows the average results of 20 simulations with an increasing number of clients. Although obtaining 
a similar average airtime per user, since even the max-min load algorithm uses the airtime in the sorting 
function, note that the standard deviation when applying max-min airtime fairness is significantly lower than 
the one obtained in the max-min load case, resulting in a fairer distribution of the airtime among the users. As 
shown in Figure47b, max-min airtime fairness also leads to a higher aggregate load (i.e., the sum of the video 
rates of all the users) due to a more efficient usage of the wireless resources that allows faster users to use 
higher video rates. Note that FALCON results are indeed very similar to the ideal upper bound case, proving 
that our heuristic solution is close to the ideal performance. 
 

 
 
Figure 47: FALCON's algorithm performance evaluation. (a) Average airtime per client. The error bars denote 

the standard deviation between the results of the clients; (b) Total aggregate load according to the RIs 
assigned to the clients. 

 
Finally, Figure 48 shows the execution time of the Python program for computing the FALCON solution 
considering a variable number of APs (i.e.: 3, 5, 8, 10 and 15). Although we are still working on execution time 
optimizations for the final implementation of the cRRM solution, the figure gives an overview on the impact of 
increasing the number of clients and APs computational cost.  
Nevertheless, in most cases we observed an execution time below 1 second, which makes FALCON lightweight 
enough to be applied in practical scenarios. On the other hand, the number of combinations to be tested by a 
brute force algorithm to find the optimal solution will be dramatically higher. Also, note that in a real 
environment each client will not have connectivity to all the available APs, or that, in such a case we could 
consider only a subset of APs per user (e.g. the best 5). 
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Figure 48: Execution time of FALCON according to the number of APs. 
 
 

5.2.2 Performance Evaluation in the IFEC Scenario  
 
In this section, we evaluate the performance of FALCON by means of simulations using ns-3

63
. The DASH model 

is based on the work in 0
64

, which implements two state-of-the-art DASH rate adaptation algorithms, FESTIVE 
and PANDA.  
FESTIVE applies a one-by-one increasing/decreasing scheme of the selected representation indexes according 
to a built-in throughput estimation 0. On the other hand, PANDA implements a probe-and-adapt mechanism 
which works similar to TCP´'s congestion control, applying an additive-increase/multiplicative-decrease (AIMD) 
strategy to the video rate also according to throughput estimations 0. We have only modified the built-in 
algorithms of PANDA and FESTIVE to use FALCON´'s recommended RIs as the maximum available for each 
particular DASH stream. This procedure is done transparently, since, due to its novelty, SAND models for NS-3 
are still not available. The video stream is based on the “Big Buck Bunny” movie, using its real duration, 
segment sizes and qualities. The movie consists of 299 segments of 2 seconds and 20 quality levels (from to 50 
kbps to 8 Mbps). 
 
Regarding the wireless access, we consider IEEE 802.11a technology; however, the algorithm can be adapted to 
newer Wi-Fi amendments by properly modelling the bandwidth. The bandwidth of the clients, which are static 
to simulate airplane seat screens, is estimated according to their RSSI and they are initially assigned to the AP 
with the highest one. The available airtime of the APs, Cj, is fixed to the 90\%; although we have not considered 
background traffic or external interference in this evaluation, a certain amount of airtime has to be saved due 
to management frames, HTTP requests and contention between users. Finally, the APs are connected to the 
DASH server through a wired LAN. 
 

5.2.2.1 Evaluation of FALCON's Video Rate Assignment 

 
In this scenario we evaluated the benefits of limiting the maximum RI using FALCON, as compared to a free-
running DASH algorithm in the clients. We considered a case composed of a single AP and 5 DASH clients with 
different SNR and available bandwidths. Figure 49, Figure 50 and Figure 51 depict the evolution of the RIs for all 
5 clients during the whole video stream, using FESTIVE and PANDA, with and without FALCON.  
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  See: https://www.nsnam.org 
64

  See: https://github.com/haraldott/dash 
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Despite the gradual quality switching strategy of FESTIVE, which is reflected in Figure 49a, in a wireless network 
its throughput estimation turned out to overestimate the real capacity of the channel. This behaviour 
introduced variations in the quality available to the clients, affecting their QoE.  
On the other hand, in FESTIVE+FALCON all five clients were stabilized to their recommended RI (Figure 49b). In 
this case, due to the different bandwidths of the clients, the three faster stations were allocated to higher RIs 
and the two slower stations to lower ones.  
 

 
 

Figure 49: Evolution of the RIs in Scenario 1, where each line depicts a different user (a) FESTIVE vanilla;  
(b) FESTIVE with FALCON. 

 
 
The equivalent results for the PANDA algorithm are depicted in Figure 50. PANDA's probe-and-adapt algorithm 
resulted too aggressive for a wireless network, clearly overestimating the available resources.  
The additive increase and multiplicative decrease scheme caused a high number of significant quality 
fluctuations, which for the third client resulted in a drop of the video quality to the lowest level for a long 
period. Using PANDA+FALCON, most of the quality fluctuations were avoided. 
 

 
 

Figure 50: Evolution of the RIs in Scenario 1, where each line depicts a different user (a) PANDA vanilla; (b) 
PANDA with FALCON. 

 
 
Finally, Figure 51 shows the performance when artificially increasing by one the level of the RIs recommended 
by FALCON for both PANDA and FESTIVE rate adaptation algorithms.  
Again, this caused instability in the quality of the video streams, since the link was not able to cope with the 
high amount of data. This proves that the default bandwidth estimation and video rate assignment of FALCON 
is accurate. 
 

0

4

8

12

16

20

1 50 99 148 197 246 295R
e

p
re

se
n

ta
ti

o
n

 I
n

d
e

x

Segment number

(a)

0

4

8

12

16

20

1 50 99 148 197 246 295R
e

p
re

se
n

ta
ti

o
n

 I
n

d
e

x

Segment number

(b)

0

4

8

12

16

20

1 50 99 148 197 246 295R
e

p
re

se
n

ta
ti

o
n

 I
n

d
e

x

Segment number

(a)

0

4

8

12

16

20

1 50 99 148 197 246 295R
e

p
re

se
n

ta
ti

o
n

 I
n

d
e

x

Segment number

(b)



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  31.05.2019 

 

 
Deliverable D3.2 (“Final report on network embedded cloud, 5G cSD-RAN controller and network slicing”)  
  84/100 

 

 
 

Figure 51: Evolution of the RIs in Scenario 1, where each line depicts a different user (a) FESTIVE with FALCON 
increasing in one level the RIs; (b) PANDA with FALCON increasing in one level the RIs. 

 
 

5.2.2.2 QoE Performance in the IFEC Scenario 

 
In this scenario, we evaluated an IFEC network placed in an airplane with xyz dimensions of 36*4*2.5 meters. 
Here, 210 clients were located according to an airplane seat distribution and three APs with two radios were 
placed uniformly along the airplane (i.e., at 9, 18 and 27 meters). Thus, six orthogonal channels were available. 
Results are the average of ten simulations. Note that due to the characteristics of this scenario, we can assume 
that mobility and external interference will not impact the link quality of the users.  
 
Figure 52 and Figure 53 depict the results of this experiment according to the main performance metrics that 
influence QoE in video streaming: media representation, fairness, quality instability and buffer underruns or 
video stalls. Results show that, compared to the vanilla versions of PANDA and FESTIVE, FALCON significantly 
improves the QoE of DASH, maintaining or even increasing the average RI without compromising fairness 
between users, and avoiding instability and buffer underruns.  
 

 
 
Figure 52: Airplane scenario results. The ‘F+’ character indicates the utilization of FALCON: Average RI of the 
clients after startup phase. The error bars denote the standard deviation between the results of the clients. 

 
Figure 52 shows the average RI of the clients. For the sake of fairness, since PANDA and FESTIVE have a 
different startup pace, we have not considered this initial phase when computing the average values shown in 
this figure. Indeed, in a longer movie the effect of the startup phase in the average values would be mitigated. 
According to this figure, FALCON had a clear positive effect on PANDA, increasing the average quality across all 
stations. As was introduced previously, PANDA´s probe-and-adapt mechanisms resulted in frequent quality 
switches due to its aggressive AIMD scheme. This is reflected in the instability metric depicted in Figure53a, 
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which captures the percentage of segments with a quality drop regarding the RI of the previous segment, while 
considering the number of decreased RI levels of each drop. By recommending a feasible maximum bitrate to 
all the clients in consonance with their network conditions, FALCON was able to avoid almost all quality drops 
of PANDA, leading to a negligible instability even in cases with a high number of clients. The error bars of Figure 
52, which denote the standard deviation between the RI of the different active users, also remark the benefits 
of FALCON; without it, there was a higher variability and unfairness between the RIs of the different PANDA 
clients, where some clients selected too high rates, causing constant quality drops to the rest.  
 

 
 
Figure 53: Airplane scenario results. The ‘F+’ character indicates the utilization of FALCON (a) Instability of the 

rate adaptation algorithms; (b) Buffer underruns of FESTIVE 
 
Regarding FESTIVE, Figure 52 shows that it obtained similar average video rates with and without FALCON, 
although FALCON mitigated the unfairness between users (smaller error bars). In addition, the instability metric 
of FESTIVE increased with the number of users, although being significantly lower than PANDA's. The 
throughput estimation mechanism of FESTIVE also caused numerous quality drops in this scenario, which were 
again almost totally avoided by FALCON. Nevertheless, the major disadvantage of FESTIVE in this scenario was 
the presence of buffer underruns, as is depicted in Figure 53b. Although in average it was less than one second 
per user, the number of short underruns or video stalls was elevated and increased with the number of clients. 
In addition, some clients experienced underruns that lasted for more than ten seconds. Considering a longer 
movie, this could severely impact the QoE of the clients. Applying FALCON to FESTIVE, buffer underruns were 
completely avoided while obtaining similar but more fair and stable representation indexes.  
 
Figure 54 depicts the total network throughput according to the different algorithms. PANDA led to higher 
throughputs due to its faster increase of the video rates during the starting phase, as aforementioned; 
however, in longer movies this effect would be mitigated. In general, FALCON resulted in lower overall 
throughput due to its control of the maximum RIs, and improved fairness. This is a sign of the efficiency of our 
solution, since this traffic reduction did not compromise the QoE of the users, which was even improved. Note 
that in the case with 35 users, the throughput increase with FALCON was caused by a significant increase of the 
average RI of the users. In such a case with a lower number of users, FALCON was able to significantly improve 
load-balancing between the different APs. 
 

0

3

6

9

12

15

18

21

24

35 70 105 140 175

In
st

ab
il

it
y 

(%
)

Number of active clients

(a)
FESTIVE F+FESTIVE
PANDA F+PANDA

0

50

100

150

0

2

4

6

8

10

12

14

35 70 105 140 175

N
u

m
b

e
r 

o
f 

U
n

d
e

rr
u

n
s 

(s
)

D
u

ra
ti

o
n

 o
f 

th
e

 t
h

e
 U

n
d

e
rr

u
n

s 
(s

)

Number of active clients

(b)
Avg. Duration Max. Duration

Number



Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  31.05.2019 

 

 
Deliverable D3.2 (“Final report on network embedded cloud, 5G cSD-RAN controller and network slicing”)  
  86/100 

 

 
 
Figure 54: Airplane scenario results. The ‘F+’ character indicates the utilization of FALCON: Total throughput 

in the network 
 
This is also shown in Figure 55a, where FALCON achieved a higher Jain's Fairness Index

65
 regarding the 

throughput of the APs. However, with an increasing number of users, all APs become equally loaded and there 
were fewer gains to be reaped by FALCON. Figure 55b remarks that using FALCON resulted in a fairer 
distribution of the load between the different clients, as was also reflected in Figure 52.  
 
 

 
 

Figure 55: Airplane scenario results. The ‘F+’ character indicates the utilization of FALCON (a) Jain's Fairness 
Index of the throughput of the Aps; (b) Jain's fairness Index of the throughput of the clients. 

 
Finally, it is also remarkable the slight variations in performance between PANDA and FESTIVE when using 
FALCON. Without considering the starting phase, where each algorithm had a different increasing pace, results 
using FALCON were almost independent from the vanilla algorithm. According to this, we can expect our 
mechanism to obtain satisfactory results in conjunction with other state-of-the-art rate adaptation algorithms. 
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  Fairness measures or metrics are used in network engineering to determine whether users or applications are receiving 
a fair share of system resources. There are several mathematical and conceptual definitions of fairness. For more 
informative details also see, among others: https://en.wikipedia.org/wiki/Fairness_measure. 
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5.3 Impact of the cSD-RAN Controller on the Small Cells Performance 

5.3.1 Simulation Setup 

5.3.1.1 Channel Modelling 

 
We consider the Indoor Hotspot (InH) channel model proposed by the Radiocommunication Sector of the 
International Telecommunication Union (ITU-R) in 0. Simulations are conducted by using a carrier frequency of 
3.4 GHz and a system bandwidth of 20 MHz. Perfect channel estimation is assumed at the transmitter and 
receiver side, although channel estimation period is considered greater than the subframe duration. 
 

5.3.1.2 Deployment Considerations 

 
Simulation setup consists of a rectangular floor with xyz dimensions of 120*50 meters. The number of deployed 
SCs varies from 2 to 18, where the exact locations of the cells are shown in Table 6. User density is set to 3 
users per 100 m2, resulting in a total number of 180 users randomly distributed in the area. Other important 
simulation parameters are listed in Table 7. 
 

Table 6: Positions of SCs. 
 

 
x[m] y[m] 

2 SCs 30,90 25 

4 SCs 15,45,75,105 25 

8 SCs 15,45,75,105 15,35 

12 SCs 10,30,50,70,90,110 15,35 

18 SCs 10,30,50,70,90,110 12.5,25,37 

 
 

Table 7: Other simulation parameters. 
 

Number of RBs 100 Simulation time per drop 1 s 

RB bandwidth 180 kHz Subframe duration 1 ms 

Scheduling policy Round Robin Number of drops 30 

Thermal noise PSD -174 dBm/Hz MS speed 
3 

km/h 

Cell transmit power 21 dBm MS noise figure 5 dB 

BS height  6 m MS height 1.5 m 

Nb. of antennas at the SCs 2 Nb. of antennas at the MS 2 

 

 

5.3.2 Simulation Results 
 
In this section, the numerical results obtained through system level simulations for different deployments are 
presented. We compare the performance of the proposed centralized-controlled deployment where the cSD-
RAN controller allocates resources to avoid interference among SC – Small Cell Centralized System (SCCS), to 
the baseline, in which no ICIC technique is applied. 
 
The Cumulative Distribution Function (CDF) of the linear average SINR at the receiver is shown in Figure 56, for 
the case of 2, 8 and 18 deployed SCs. As expected, CDF curves show for both algorithms a reduction of the SINR 
values as the density of SCs increases, due to the lower inter-cell distance and the consequent higher 
interference in the system. Besides, the application of SCCS achieves an improvement in the SINR with respect 
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to the baseline, thanks to its ability to suppress, over certain sub-bands, the interference caused by the cells to 
their neighbors. Nevertheless, the gain in SINR obtained by SCCS becomes smaller as long as the number of SCs 
increases, caused by the fixed value of the cluster size Cs used in the simulations, which limits the number of 
increasing interferers the algorithm is able to combat. 
 

 
 

Figure 56: CDF of the user SINR. 
 

Furthermore, the CDF of the user throughput is represented in Figure 57. These curves show how an increase 
on the SINR values not always results in higher user throughput values, since the application of SCCS implies a 
reduction in the number of available resources per cell for the coordination purposes.  
Indeed, a better performance of SCCS with respect to the baseline is observed mainly for the lower throughput 
values of the CDF, resulting in an increase of the fairness among users. These lower throughput values 
correspond to users experiencing bad channel conditions, which obtain a benefit for being allocated to sub-
bands that are free of interferences thanks to the action of the central controller. Contrarily, users with better 
channel conditions worsen their achieved throughput values since bandwidth available for transmission is 
smaller than the total bandwidth due to the application of ICIC techniques. 

 
 

Figure 57: CDF of the user throughput. 
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The 5th percentile of the user throughput is depicted in Figure 58 for both algorithms, as a function of the 
number of deployed small cells. It is shown how the application of SCCS algorithm provides a significant 
increase of the 5th percentile user throughput with respect to the baseline, for every density of deployed small 
cells.  
Note that the higher 5th percentile user throughput benefit obtained for the deployment with 2 SCs can be 
justified considering that interference is completely removed for the users allocated to the preferential sub-
band of each cell, since not interference sources exist out of the cluster. For the rest of cell densities, above a 
10% of gain in the 5th percentile user throughput is achieved for all cases. 

 

 
Figure 58: 5th percentile of user throughput. 

 
If we focus on the absolute values of the average user throughput, it is shown how increasing the number of 
cells improves the average user throughput in the network. However, the increase of interference brought by 
the higher density of cells results in a decrease of the cell spectral efficiency. Regarding the comparison of SCCS 
with the baseline, it is observed that for deployments with less than 4 SCs the gain showed in 5th user 
throughput comes at expenses of a decrease of the average user throughput.  
Contrarily, for deployments with more than 4 SCs the application of the ICIC algorithm achieves gains in 5th 
user throughput while maintaining the average user throughput. This result reveals that high density 
deployments with multiple antennas can take profit of the application of ICIC schemes from a cell spectral 
efficiency point of view. 
 
Finally, it is worth highlighting the power saving achieved thanks to the application of SCCS. For this purpose, 
Figure 59 represents the average user throughput as a function of the total power used by the network 
normalized with respect to the SC transmission power. It is easily observable that a lower amount of power is 
required by SCCS algorithm to achieve a certain average user throughput value. In fact, the difference of 
required power between both algorithms becomes greater as the target average user throughput is higher. 
Also, another important conclusion drawn from this result is that SCCS allows achieving higher average user 
throughput by means of densification still using the same amount of total power in the network. 
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Figure 59: Average user throughput versus normalized network power. 
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6 Security Analysis 
 
The 5G ESSENCE project with its innovative architecture that is focussed upon Software Defined Services (SDN), 
resource virtualisation, and processing on the edge, is facing a number of novel threats in addition to traditional 
threats found in previous incarnations of mobile telecommunication systems. 
 
With each iteration of mobile telecommunication systems, additional security mechanisms were adopted; in 
fact, the majority of security mechanisms were delegated to the application layer. Applications are responsible 
for implementing robust security mechanisms that can be updated and maintained without impacting the 
infrastructure of the mobile network. An example is the adoption of the Transport Layer Security (TLS) to 
messaging applications over the Short Message Service (SMS) offered by the mobile network. Traffic between 
the Mobile Station and the Base Transceiver Station is either unencrypted or encrypted using weak ciphers (add 
ref), leaving the data open to any number of attacks. Messaging applications apply an additional layer of 
encryption with TLS, which protects their traffic with end-to-end encryption, from the sender to the receiver. 
 
In the context of D3.1 [7], a preliminary list of assets was defined, based on ENISA’s Threat Landscape for 
SDN/5G 0. This list was extended to include specific 5G ESSENCE components. The 5G ESSENCE components are 
unique to the architecture of the 5G ESSENCE. For that reason, those components create a novel attack surface 
that needs to be protected by bespoke security constraints. The attack surface, due to its novelty, will be 
targeted either by malicious actors with significant resources or by malicious insiders with in-depth knowledge 
of the 5G ESSENCE architecture. The 5G ESSENCE components are unlikely to be targeted by malicious actors 
with limited knowledge of the 5G ESSENCE architecture, due to their unique characteristics.  
 
The identification of threats to those identified 5G ESSENCE assets is part of the security assessment process. 
Different standardization bodies, which were identified in the Deliverable D3.1 have addressed the issues of 
threat assessment in the telecommunication networks. Recall that threats play a key role in defining the risk 
assessment, especially when considering the components of risks. ISO/IEC 27005

66
 defines that risks emerge 

when: “threats abuse vulnerabilities of assets to generate harm for the organization”.  
The analysis of threats that follows is asset-centric. A threat can only target a system’s asset. As a result, 
resources are only committed into protecting the aspects of the system that are considered assets. 
 

6.1.1 5G ESSENCE Assets 
 
In the context of 5G ESSENCE framework an asset is defined as “any actor, device, application or information of 
the system that either (1) is considered valuable by the stakeholders and needs to be protected; (2) a malicious 
actor wants; or (3) acts as a stepping stone to further attacks.” The following list groups the assets into 
categories: 
 

1. 5G ESSENCE Components - i.e.: Edge DC, CESCM, etc. 
 

2. Data Plane Assets – i.e., physical network devices (e.g., routers and switches). 
 

3. Control Plane Assets – i.e., assets controlling the creation and destruction of network flows and paths 
(e.g., OpenDaylight, ONOS realising components). 
 

4. Application Plane Assets – i.e., software (e.g., OS) and hardware (e.g., servers). 
 

5. Service provider IT Infrastructure – i.e., IT infrastructure, billing systems, operator data, etc. 
 

                                                           
66

  For more details also see: https://www.iso27001security.com/html/27005.html  

https://www.iso27001security.com/html/27005.html
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6. Network service provider physical infrastructure – i.e., physical infrastructure of the network service 
provider. 
 

7. SDN users – i.e., end user data, SLAs and regulations. 
 

8. Human agent – i.e., human agents involved in the operation of SDNs or using the services enabled 
through SDNs. 
 

 
 

Figure 60: 5G ESSENCE Assets based on ENISA’s Threat Landscape for SDN/5G. 
 

6.1.2 Threats to Assets 
 
The main purpose of threat identification is to determine the applicable threats to the identified assets. A 
threat has the potential to exploit vulnerabilities and harm a system’s asset. In asset-centric security analysis, 
resources are committed only for the protection of assets. There are various ways to classify the threats to a 
given system, including the threat taxonomy provided by ENISA in the Threat Landscape for SDN/5G, the 
taxonomy provided by ITU-T in Recommendation X.805

67
, the Common Attack Pattern Enumeration and 

                                                           
67

  See: https://www.itu.int/rec/T-REC-X.805-200310-I/en  

https://www.itu.int/rec/T-REC-X.805-200310-I/en


Embedded Network Services for 5G Experiences (5G ESSENCE)    

Grant Agreement No.761592  31.05.2019 

 

 
Deliverable D3.2 (“Final report on network embedded cloud, 5G cSD-RAN controller and network slicing”)  
  93/100 

 

Classification (CAPEC) model
68

 as well as the STRIDE (Spoofing, Tampering, Repudiation, Information disclosure, 
Denial of Service, Elevation of Privilege) threat classification model

69
.  

 
Figure 61: ENISA's threats. 

 

                                                           
68

  See: https://capec.mitre.org  
69

  See: https://msdn.microsoft.com/en-us/library/ee823878(v=cs.20).aspx   

https://capec.mitre.org/
https://msdn.microsoft.com/en-us/library/ee823878(v=cs.20).aspx
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The part of the taxonomy from ENISA that is considered useful for the scope of the project is the one related to 
the SDN/NFV/5G threats, (i.e., to threats whose source is an SDN element, a 5G element or a generic network 
element). Based on this criterion, threats are further categorised by ENISA into:  
 
 Generic network infrastructure threats: These are threats that any network infrastructure faces without 

reference to the 5G and/or SDN landscape. Generic network infrastructure threats fall under the 
categories “Physical attacks”, “Damage or loss of equipment”, “Equipment failures or malfunctions”, 
“Outages”, “Disaster” and “Legal and business”. 
 

 SDN specific threats: These are threats related to the elements of the SDN architecture. These threats fall 
under the categories “Nefarious activity/abuse” and “Eavesdropping/Interception/ Hijacking”.  
 

 Network virtualisation threats: These are threats related to the underlying IT infrastructure used for 
virtualising network operations.  
 

 5G/Radio access threats: These are threats related to the 5G landscape but not specific to the SDN 
infrastructure. In fact, 5G specific threats include threats related to the wireless medium, the virtualisation 
of functions and the multi-operator environment. Threats of the wireless medium are mostly related to 
“Eavesdropping/Interception/Hijacking”; threats on virtualisation are related to “Nefarious activity/abuse” 
and “Eavesdropping/Interception/ Hijacking”.  

 
Table 8 summarises the threats that can “impact” the assets of the 5G ESSENCE framework. The threats have 
been classified based on the possible target asset, while the threat categories were selected from the ENISA 
Threat Landscape for SDN/5G 0. 
 

Table 8: Threats to 5G ESSENCE assets 
 

Threat Categories 5G ESSENCE Assets Threats to Assets (Description) Exploitable 
Vulnerabilities  

SD
N

 s
p

e
ci

fi
c 

th
re

at
s 

N
e

tw
o

rk
 V

ir
tu

al
is

at
io

n
 t

h
re

at
s 

5
G

/R
ad

io
 a

cc
e

ss
 t

h
re

at
s 

Nefarious 
Activity / Abuse 
(NAA) 
 

CESCM Allows remote authenticated users to 
execute arbitrary code  

CVE-2004-
0330

70
 

Software 
(Application Plane) 

Manipulation of network information − 

CESC  Elevation of privileges run commands in 
the context of the root user on the server.  

CVE-2017-
6710

71
 

Main DC Allows remote attacker to cause denial of 
service via network traffic to a REST port 
on an SDN controller. 

CVE-2015-
2122

72
 

CESC  Allows remote authenticated users to 
access network resources on restricted 
pods in multi-tenant SDN. 

CVE-2016-
3708

73
 

End User Allow manipulation of information − 

Eavesdropping 
/ Interception / 
Hijacking (EIH) 

CESCM Network Function (VNF) Element Manager 
could allow an authenticated, remote 
attacker to elevate privileges and run 
commands in the context of the root user 
on the server. 

CVE-2017-6710 

CESC  Allows remote authenticated users to 
access network resources on restricted 

CVE-2016-3708 

                                                           
70

  For more details see: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0330  
71

  For more details see: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6710  
72

  For more details see: https://cve.mitre.org/cgi-bin/cvename.cgi?name=2015-2122  
73

  For more details see: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-3708  

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0330
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-6710
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2015-2122
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-3708
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pods. 

Edge DC Vulnerability that allows local users to 
access portions of kernel memory. 

CVE-2004-
0415

74
 

Main DC Allows remote attackers to spoof the SDN 
topology and affect the flow data. 

CVE-2015-
1612

75
 

G
e

n
e

ri
c 

n
e

tw
o

rk
 in

fr
as

tr
u

ct
u

re
 t

h
re

at
s 

Physical Attacks 
(PA) 

Billing system Fraud by employees − 

Facilities Sabotage/Vandalism − 

Operation Data Physical theft of information − 

Damage 
(intentional / 
unintentional) 
(DAM) 

CESCM Allows remote attackers to cause Denial-
of-Service (DoS) 

CVE-2004-
1992

76
 

CESC  Stack-based buffer overflow in certain 
Active Directory service functions. 

CVE-2003-
0533

77
 

Main DC Allows remote attackers to spoof the SDN 
topology and affect the flow data. 

CVE-2015-1612 

Main DC Allows remote attacker to cause denial of 
service via network traffic to the REST 
port. 

CVE-2015-2122 

Edge DC Integer overflows in some CVS versions. CVE-2004-
0417

78
 

Equipment 
failures or 
malfunctions 
(FM) 

IT Infrastructure Failure of infrastructure equipment − 

Communication 
Medium 

Failure or disruption of communication 
medium 

− 

Outages (OUT) Network Elements Loss of Network connectivity − 

Energy power Loss of Energy services − 

Disaster (DIS) Facilities Environmental Disaster − 

Legal (LEG) SLAs and 
Regulations 

Abuse of personal data − 

SLAs and 
Regulations 

Breach of legislation − 

 
The threat dossier has been incorporated to the 5G-SAT

79
 tool for the security assessment of the 5G ESSENCE 

system. The 5G-SAT identifies threats that impact the system based on its assets. Furthermore, the tool 
generates a list of security insights to mitigate the identified threats and improve the security posture of the 
system.  
The security insights algorithm uses properties from a 5G ESSENCE model to produce suggestions to the 
engineers performing the security analysis. The provided insights are independent of the security mechanisms 
or threats that the security engineer has included in the model.  
 
The security insights are derived from the standards identified in the D3.1, and its integration to the 5G 
ESSENCE context will be reported in the subsequent Deliverable D4.3. 
 

                                                           
74

  For more details see: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0415  
75

  For more details see: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1612 
76

  For more details see: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-1992  
77

  For more details see: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0533  
78

  For more details see: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2004-0417  
79

  See: https://github.com/CapriTechLimited/5G-SAT  

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0415
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1612
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-1992
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-0533
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2004-0417
https://github.com/CapriTechLimited/5G-SAT
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6.1.3 Vulnerabilities  
 
As identified before, in the context of the vulnerability analysis, the resilience of the 5G ESSENCE system to 
external malicious incidents was also reviewed. The list of vulnerabilities identified in the system is depicted in 
Table 9.  
As it can be seen, the Common Vulnerabilities and Exposures (CVE) approach

80
 was followed, which identifies a 

list of entries (each containing an identification number and a description), for publicly known cybersecurity 
vulnerabilities. 

Table 9: List of vulnerabilities in the 5G ESSENCE system. 
 

5G ESSENCE 
Asset 

CVE# Description 

CESCM CVE-2004-0330 Vulnerability that allows remote users to execute arbitrary code in 
some Serv-U versions. 

CVE-2004-1992 Vulnerability that allows remote attackers to cause Denial-of-
Service (DoS) in some Serv-U versions. 

CVE-2017-6710 Network Function (VNF) Element Manager could allow an 
authenticated, remote attacker to elevate privileges and run 
commands in the context of the root user on the server. 

CESC CVE-2003-0533 Stack-based buffer overflow in certain Active Directory service 
functions. 

CVE-2016-3708 Allows remote authenticated users to access network resources on 
restricted pods. 

CVE-2017-6710 Elevations of privileges run commands in the context of the root 
user on the server.  

Edge DC CVE-2004-0415 Vulnerability that allows local users to access portions of kernel 
memory. 

CVE-2004-0417 Integer overflows in some CVS versions. 

Main DC CVE-2002-0392
81

 Vulnerability that allows remote attackers to cause DoS and 
execute arbitrary code to some Apache versions. 

CVE-2015-2122 Allows remote attacker to cause denial of service via network 
traffic to the REST port. 

CVE-2015-1612 Allows remote attackers to spoof the SDN topology and affect the 
flow data. 

 
  

                                                           
80

  Common Vulnerabilities and Exposures (CVE) approach, https://cve.mitre.org/  
81

  For more details see: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-0392 

https://cve.mitre.org/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-0392
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7 Discussion and Conclusions 
 
The 5G ESSENCE project aims at booting the paradigms of Edge Cloud computing and Small Cell as-a-Service 
(SCaaS) by fuelling the drivers and removing the barriers in the Small Cell (SC) market, forecasted to grow at an 
impressive pace up to 2020 and beyond and to play a key role in the 5G ecosystem. The 5G ESSENCE project will 
provide a highly flexible and scalable platform, able to support new business models and revenue streams by 
creating a neutral host market and reducing operational costs, by providing new opportunities for ownership 
deployment, operation and amortisation.  
In the present WP3’scontext we provide the specification and framework design of a 5G centralised SD-RAN 
Controller capable of dynamically managing one or more CESCs, their interfaces and associated functionality to 
ensure multi-RAT and multi-tenant procedures. Moreover, since a CESC will accommodate multiple operators in 
parallel, the cSD-RAN controller will include new network slicing mechanisms with the required functionalities 
to create the slices that will support the 5G ESSENCE use cases.  
 
In the scope of the composition of the Deliverable D3.2 we have described, in detail, the development of the 
Edge DC as well as the cSD-RAN controller and their integration in the original 5G ESSENCE architecture. A 
comprehensive analysis of its architecture, performance, software components and the basic technologies that 
enable the cSD-RAN Controller as the cornerstone of the 5G ESSENCE Network Architecture have also been 
studied. This deliverable proposes and evaluates a framework for optimizing the Radio Admission Control (RAC) 
decision making, policy for admitting users in a multi-tenant and multi-service 5G scenario in which every 
tenant is provided with a network slice. Moreover, 5G-EmPOWER have been presented as a software-defined 
networking platform for RAN slicing. The concept of slicing and its extension to the RAN segment have also 
been specified. 
 
The described experimental evaluation of the RAN slicing solutions highlights the feasibility of the proposed 
architectures in 5G ESSENCE and their relevance to the proposed use cases. The numerical analysis of the 
experimental results has clearly shown the interest of employing such SDN platforms; it should be considered 
that the important impact will be on the network performance, communication capacity, availability of use-case 
services and managing the various radio resources to serve the maximum number of users. All the studies 
conducted here are of a high importance for defining small cell based architecture for 5G network. At this 
stage, extending the slicing concept to the radio network segment through the cSD-RAN controller is still an 
open question in today’s 5G architectures. Additionally, we have discussed security aspects related to the 5G 
ESSENCE architecture. Different kind of threats to 5G ESSENCE and the instruction to prevent those threats 
have been separately specified.  
 
Therefore, the important parts of the work described in this deliverable have already been transferred to the 
WPs related to use cases demonstration (WP5, WP6 and WP7). These uses cases heavily rely upon WP3 
components such as the cSD-RAN controller and the CESC, to implement “key” features such as multitenancy, 
slicing and RRM. Key differences exist within their implementation based on their individual requirements. For 
example, UC1 and UC3 improve multimedia experiences while UC2 requires slices with ultra-low latency and 
high reliability. Individual Deliverables D5.2/D6.2/D7.2 provide specific information about the use and 
configuration of WP3 developments. Finally, the forthcoming and subsequent Deliverable D3.3 will focus on the 
pre-integration and evaluation of some of the components and solutions introduced in this deliverable. 
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